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Section 1

» 2010 Global Information Security

Survey Observations
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GISS Survey Observations

» 60% of respondents perceived an increase in the level of risk they face due to the use of social networking, cloud
Borderless computing and personal devices in the enterprise.

sSecu I"Ity » 46% of respondents indicated that their annual investment in information security is increasing, with only 6%
planning to reduce their information security investment.

» 53% of respondents indicated that increased workforce mobility is a significant or considerable challenge to
effectively delivering their information security initiatives.

I\/Iobile » 64% of respondents indicated that data (i.e., disclosure of sensitive data) was one of their top five areas of IT risk.

Computing » 50% of respondents plan on spending more over the next year on data leakage/data loss prevention technologies
and processes.

» 39% of respondents are making policy adjustments to address the potential new or increased risks.

» 45% of respondents are currently using, evaluating or planning to use cloud computing services within the next 12

months.
C|0Ud » 54% of respondents who use cloud computing services indicated that they are using private clouds.
Computing » 39% of respondents cited the loss of visibility of what happens to company data as an increasing risk when using

cloud-based solutions.

» 85% of respondents indicated that external certification would increase their trust in cloud computing.

» Only 10% of respondents indicated that examining new and emerging IT trends was a very important activity for the
information security function to perform.

» 34% of respondents include information updates on the risks associated with social networking.

» 45% of respondents indicated that they restrict or prohibit the use of instant messaging or email for sensitive data.
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Section 2

» Virtualization
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Virtualization Benefits

Manage

Enhance IT Agility
Accelerate provisioning
time

Manage heterogeneous
systems from central

point of control

Establish shared
infrastructure with
resource pools

Automate

Increase growth ability
Enhance DR business
resumption capability
Eliminate repetitive
maintenance and

configuration tasks
Maximize efficiency and
responsiveness of data
center

Deliver critical services
on -demand
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Translate Servers to a Collection of
Manageable Resource Pools
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Virtualization Security Concerns

New number of security defects >
[Existing vulnerabilities
X

increased number of instances]
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Virtualization Security Concerns

: Application Application w

: Application Application

Operating System

<

Operating System

Hardware

The Hypervisor’s attack surface is additive to the

current risk profile.

Flaws within inter-VM communication

Separation of administrative duties: VM Hypervisor
administrator has “keys to the kingdom”

Virtual Machine Escape
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Virtualization Security Concerns

Limited view into the OS and virtual network to perform
assessments — immature and incomplete assessment and
management tools

Not enough attention (yet) has been paid to patching virtualized
environments

Current security products may not work, most have not
matured to leverage possible advantages of virtualization

Virtualization security can impact performance, decrease value
Security spend in a virtualized environment may be greater
Data leakage through offline images
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Section 3

» Cloud Industry trends
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Three categories of Cloud Computing

Software as a service (SaaS)

Platform as a service (PaaS)

Infrastructure as a service (laaS)

SaasS refers to the ongoing support of applications
whose core value to the customer pertains to
alleviating the maintenance and daily technical
operation and support of business and consumer
software. (Salesforce.com)

PaaS makes all of the facilities required to support
the end-to-end life cycle of building and delivering
web applications and services entirely available from
the internet — with no software downloads or
installation for developers, IT managers or end-
users. It is also known as cloudware. (AWS,
Rackspace, Hosting.com)

laaS is a technology infrastructure delivery platform that is
used to deliver software application environments.
Customers no longer purchase servers, software, data
center space or network equipment, but instead buy those
resources as a fully outsourced service. (AWS, Rackspace,
Hosting.com)
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Industry trends

Comprehensive SLAs expected. Infrastructure and platform providers are
adopting aggressive service level agreements (SLAs) in an effort to differentiate
their services in a space that is trending toward a commodity. What remains to be
seen, however, is the stance that SaaS providers will adopt. Amazon is one of the
few vendors that does offer an SLA. It is logical to assume that there will be some
guaranteed service level for cloud vendors. More vendors are expected to begin
offering comprehensive SLASs, especially as adoption grows in large enterprises.

Vertical blurring to continue. Vendors have been moving both up- and
downstream. Infrastructure providers such as Amazon have added development
and database services to create a platform offering. On the other hand, a number
of application providers have opened up their technology to allow third parties to
develop programs on their architecture (e.g., VMware).

Rigorous vendor assessment processes. Customers are continuing to mature their
vendor assessment processes. These are continuing to have more focused
attention on security given recent high profile data breaches at Epsilon, Sony, RSA
and others. Security questionnaires and periodic audits of services providers are
also increasing in frequency and depth.
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2010 GISS results

Risks associated with cloud computing are not going undetected and must
be addressed before business applications are moved to a public cloud

Which of the following “new" or increased risks have you identified?

Dalaleakage risks ‘ 2%
Loss of visibility of whal happens 1o company data ‘ %
| ——
39% of respondents cited
the loss of visibility of Difficutyintechnical and procedural moritoring \ 29%
what happens to AET——————— .
company data as an
increasing risk when Coniract risks \ 18%
usmg cloud based Avadabiity risks _ 7
solutions.
Challenges n updating infemal audit and compliance plans ‘ 1%
Capacily management nisks - 13%
Paformance management nsks ‘ 11%
Note: multiple responses permitted
Shown: percentage of participants
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2010 GISS results

Certification of cloud service providers would help in evaluating or
confirming the appropriateness of security controls and increase trust

Would some kind of external certification of cloud service providers
increase your trust in cloud computing?

Yes, but only if this ceriificale is based upon an agreed standard 43%
85% of respondents Yes, but only ifthe cerlifying body can show accreditalion 22%
indicated that external
_certlflcatlon Yvould _ Yes, in any case 0%
increase their trust in
cloud computing.

Shown: percentage of participants
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Customer cloud computing considerations

What are the risks?

Privileged user access Who at the cloud provider will have access to your data? What controls does
the provider have over these peoples access? How does the provider hire and
fire?

Regulatory compliance How will using the cloud affect your ability to comply with regulatory

requirements (e.g. SOX, GLBA, HIPAA, PCI)? Has the provider undergone any
kind of third party audit or certification?

Data location and Where will the data be stored? Will it be replicated out of the country? Can the

ownership customer restrict where the data is stored? Who owns the data once it is in the
Cloud?

Data segregation How does the provider ensure that its other customers can not ‘see’ my data?

What kind of encryption is in place? How are the keys managed?

Recovery What happens to my data in the event of a disaster? Is it backed up or
replicated somewhere else? How can | access my backups? How long does it
take to restore my data?

Investigative support If any kind of legal investigation is required because of illegal activity — can the
provider support the customer to do the investigation?

Long-term viability What sort of financial shape is the company in? Will they be around in the
future? If the provider does fail — how can the customer get data back?
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Security and Privacy Risks of Cloud
Computing

Privileged user access
Increased need for verifiable provider controls and practices of how they hire and
scrutinize privileged administrators who manage and protect data

Regulatory compliance
Customers are ultimately responsible for the security and privacy of their own data
- even when it is held by a service provider
Traditional service providers are subjected to external audits and security
certifications

Cloud computing providers refuse to permit this level of scrutiny which makes
transparency impossible and would result in non-compliance
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Security and Privacy Risks of Cloud
Computing

Data location

Cloud customer typically do not know exactly where data is hosted - including
what country it may be stored in

While some providers may commit to storing and processing data in specific
jurisdictions, customers need to confirm that their providers will make a
contractual commitment to obey local privacy requirements

Data segregation

Data in the cloud is in a shared environment with data from other customers
Customers need to understand how data is segregated at rest
Encryption is effective, but isn't a cure-all

Encryption accidents can make data totally unusable, and even normal encryption
can complicate availability

Cloud providers should provide evidence that encryption schemes were designed
and tested by experienced specialists
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Security and Privacy Risks of Cloud
Computing

Recovery

Regardless of where your data is, a cloud provider should tell you what will happen
to your data and service in the event of a disaster

Any offering that does not replicate the data and application infrastructure across
multiple sites is vulnerable to a total failure

Confirm , with contract SLAs, your provider has the ability to do a complete
restoration, and how long it will take

Long-term vendor viability

Customers must be sure their data will remain available even if their providers fails
or is acquired

Providers should disclose how your data will be returned back and in a format that
you could import into a replacement application
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Security and Privacy Risks of Cloud
Computing

Investigative support
Investigating inappropriate or illegal activity may be impossible in cloud computing
Processing and enforcing legal hold orders may not be timely or reliable

Cloud services are especially difficult to investigate, because logging and data for
multiple customers may be co-located and may also be spread across an ever-
changing set of hosts and data centers

Customers are typically unable to obtain contractual commitments to support specific
forms of investigation and electronic discover (eDiscovery)

Tracking physical location, modification or security features at an individual file level is
not yet realized, but is a core requirement for eDiscovery
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Section 4

» SOC 2 and Cloud Security
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Independent assurance options to enhance service
organization communications to its stakeholders

Report type

Intended
users

Format

Distribution
l[imitations

Example

SOC1

(SSAE 16,
required after
6/15/11, replaces
SAS 70)

SOC 2

SOC 3
(same timing as
SOC 2)

Agreed-upon

»Customers
financial
statement
auditors

»Users
seeking
assurance
over
information
handling

»>Any
interested

party

» Internal-use

»Long -form report

»Description of controls and systems
» Tests performed and results of
testing

»“SOC1 look-alike report”:

» Long -form report

» Description of controls /systems

» Tests performed &results
»Scope relates to “information
handling objectives* (security,
availability, processing integrity,
confidentiality and/or privacy )
»Organization reports controls in
place to meet prescribed
principles/criteria

» Short-form report
»Limited description of
controls/systems

»No description of controls/systems

»Restricted to current

customers

»Limited distribution to
prospective customers

»Restricted to users
with “sufficient
knowledge”

»e.g., current and
prospective customers,
business partners,
regulators, employees

»No restrictions

»e.g., mass distribution,
web-site, current &
prospective customers

»Restricted to internal

»Payroll processing
»Credit card transaction
processing

» Supply chain information
handler reporting on
processing integrity

»Data center outsourcer
reporting on security and
availability

»Organization’s alignment
with ISO 27001 or Cloud
Security Alliance framework

»Bank reporting on privacy
over e-banking application

»Compliance with specific

procedures »Named »Report includes only results of and/or named parties controls in vendor contract
business specific tests performed and findings arrangement
partners
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Example of use of SOC 2—Cloud Security
Alliance framework

Description of the system should address all the questions in the CSA
“Consensus Assessments Initiative Questionnaire”

Consider adding an indexing/referencing scheme to make it easier to use
Description should go beyond yes/no to identify how the question is
addressed
Controls identified by management to address the Trust Services
security and availability criteria should be mapped to the CSA
“Common Controls Matrix (CCM)” items
Controls may be cross-referenced to CCM controls
Compensating or mitigating controls should be discussed in the
description
CSA detailed security specifications can be integrated into the
description and the contemplated user entity controls
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Section 5

» Mobile application security
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Mobile devices
Fastest growing business technology since PC

Enhanced connectivity on the road
Email, calendar, messaging, business applications

Greatly increases and decentralizes the systems that
need to be secured

A high priority initiative for already overloaded IT
Multiple disparate platforms to consider and support
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Sensitive data on mobile devices

Mobile devices may contain sensitive data pertaining to mobile device
users and their employers

\

\ X Y
Persona}\ Photos, :
. AN GPS location,
information \ . :
// \ _ Contact information )
/ Sensitive/protected (Emails, ]
inform%tion Spreadsheets,
_Word documents )
N
\ (VPN connections, h
Critical corporate data \ Stored credentials,
\\PHI, Pll, Classified data )
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Mobile device assessments
A few different perspectives

Infrastructure focused

Mobile device » |dentifies risks associated with deploying mobile device platforms and supporting
infrastructure in an enterprise network.

configuration
review which it is configured.

» Focuses on the unique implementation for each device platform and policies with

Application focused

Mobile friend|y » Zero knowledge security assessment against web sites designed for mobile devices.

web application » External review of supporting infrastructure and servers.
assessment

Native mobile » Security assessment of applications installed on mobile devices
application » Provides additional focus on network connections and data handling.
assessment » Assesses risk of device specific attacks as they pertain to the application

» Source code assisted security assessment against mobile device applications

Mobile code ) .
installed on a device.

grey box
assessment
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Native mobile applications
Risks

Contain much richer and interactive environment for the
user and significantly more code runs locally to support
this
Often data is stored locally to be accessed quickly or
avoid user reentering

Application credentials

Session information

Payment information

Downloaded documents
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Native mobile applications
Risks

Platform-specific SDK’s require a new set of secure
coding skills
Presentation layer security for input fields

Storage of sensitive data securely
Apple’s KeyChain
Android’s crypto mechanisms
BlackBerry encrypted persistent Object, Key Store

Unmanaged code (memory corruption vulnerabilities)

Development pitfalls
Depending on the security of the device
Permitting simpler passwords
Performing security controls on the device instead of the server
Excessive application functionality
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Native mobile applications
Security questions to consider

What sensitive data is being used by the application?
How is data at rest/in transit protected?

How is data input/output in the application?
Cell RF, Wi-Fi, Bluetooth, NFC, GPS, etc

How is the server secured?

What is the proper timeout for authentication?
Secure SDLC tollgates

What are the security requirements?

Has a threat model been created?

Have the developers had secure coding training?
Has the application been through a penetration test?
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Section 6

» Social Media
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Several media types fall under the umbrella of
Social Media

Definition and Overview

Examples

Blogs

Social
Networks

Forums /
Message
Boards

Blogs are regular entries created by authors to present typically an opinion, an educational piece, or
a description of events. Many blogs contain graphics, videos, and links to other articles.

The majority of blogs cater to a specific interest group (i.e. art, technology, sports team, etc).
Currently there are over 112 million blogs registered.

More than 12% of Fortune 500 companies maintain external corporate blogs.

Companies use blogs as a tool to build relationships with customers, or share knowledge internally.

Some times called Micro blogging - A type of social media similar to blogs but limited by bit size.
Society is trending away from receiving news and information that is ‘pushed’ to them. Technology

now allows for consumers to pull the content that they desire to consume in a hyper-efficient manner.

Some internet communication is becoming even more bit-sized.
Twitter is a popular social medium that allows messages of only 140 characters.

This type of media consists of communities made up of people with similar interest (i.e. sports team,
musician, automobile, geographic area) that allow for people to post their thoughts for others in the
community to read and respond to.

Forums / message boards can be used to hold discussions, post inquiries, and share relevant
content. They can be viewed as a support group.

A large percentage of forums / message boards are niche communities with high user involvement.

This media type provides a channel for users to share user generated content (UGC) with others

Mashable boin3boin3a

All That's New on the Web A Birectary 0 Wenderiul TRings

TechCrunch T i

@ antsmarching.org R O’%Q B ‘:\N D

e DilLRe

o)
> e
Corrromic con 3¢ W Ohalmys on

gpsiictonharg

B & including video, pictures, presentations.

g *g Corporations use sites like slideshare.com to aid in perception of company as knowledge leader. —

S a Youtube.com currently hosts over 40% of all videos viewed online. As of January 2009, 6 billion Yuu Tu he fl — k .
videos were viewed on YouTube. |C r
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http://boingboing.net/
http://www.techcrunch.com/
http://www.tmz.com/
http://images.google.com/imgres?imgurl=http://dept.kent.edu/theatre/porthouse/interface_img/facebook-logo.jpg&imgrefurl=http://dept.kent.edu/theatre/porthouse/index.html&usg=__5wApFTKrfi8sjd7NE4QNSMEAp7E=&h=301&w=800&sz=79&hl=en&start=1&sig2=3n42ifHSMD1J9jxv6nMqWw&tbnid=zJxMgbsojbq3jM:&tbnh=54&tbnw=143&prev=/images?q=facebook+logo&gbv=2&hl=en&ei=7o9SSp2wDoGOlQfml7jgCA

Social Media by the Numbers — Did you know?

facebook

* Over 500 million active users

* More than 20 billion minutes spent on Facebook daily

* More than 60 million status updates each day

* More than 20 million users become fans of brand pages each day
* More than 3 billion photos uploaded monthly

* More than 5 billion pieces of content shared weekly

» Over 70% of Facebook users are outside the United States

» Over 100 million active users access Facebook through mobile
devices

» Over 106 million users

» Over 55 million tweets (messages) sent daily

» 20% of Twitter conversations are about brands, products, services
* Fastest growing social network at 1,382% year over year

*Only 20% of users come via Twitter.com, the rest through mobile
devices and 3" party applications (network effect)

» Approximately 5% of users account for 75% of all activity
(influencers)

» Over 350 million people globally read blogs

» Approximately 80 million blog readers in the United States each
month

* 4 out of 5 bloggers are writing about brands online

* 12% of bloggers are corporate bloggers

* Bloggers spent 3.5 more hours on the internet than watching TV
* Bloggers are becoming a trusted source of information for
consumers (influential blogs)

* 1 out of 3 bloggers have been approached by a brand
representative for sponsored posts

Google

* Over 1 trillion unique web pages in Google’s index

» Over 31 billion Google searches monthly

* 684,000,000 visitors to Wikipedia last year

* 14 billion videos watched online monthly by online Americans
* 72% of American consumers are searching online

* 91% of journalists use search engines for research

Social Media is a global phenomenon that continues to shift consumer
attention and behavior from traditional media

* Sources: Facebook, Technorati, Twitter, Nielsen, Comscore, Compete
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Soclal mediarisks

Leaking of sensitive information
Social engineering
Misuse of social applications

Brand and reputation damage
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Leaking of sensitive information

HealthyRandy LEAKED: New Pictures And Details Of 's
iPad-Killer. The Courier hitp://bit Iy/bsSUye ~ More of a bruiser
instead of a 'killer"

£ ULz ago 1o =

"l ingresosnuevos Leaked information hint at
future hitp //bit Iy/ajxmMZh

album on youtube.

E Djbrew07 Listening to some of the leaked tracks to ushers new

[nk/8zm #steampunk
3 days ago from Flock - Reply - View Tweet

a dsawvyer: Kickass concept art leaked - new | NN ooject hitp://trim. i
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Leaking of sensitive information

wall Info Photos

Education and Work

Mutual Friends
B N ) -

Groups P L

Basic Information

Personal Information

Information

— G
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Social engineering

Reset your password

Select an option for resetting your password:

E\ "

Use my location information and secret answer to verify my identity

Country/Region: | ynited States ?l

State: [ California H

ZIP code:

Questicn: which school did i study in

Secret answer:

facebook

S hotrmail.com

Five-character minimum; Case sensitive

{ Continue 3 f Cancel 3

Email:
Mobile:

Current Address

AlM: [

Education and War|

High School:
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Misuse of Social Applications

Linked [f}].
I

Prasident / CEQ at

Current:

Fast:
Reywords:
Connections (<#%] 83 connections
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Brand and reputation damage

. many77

@MarielMendoza I just took a nap in the

theater room at work here on the -

lot. Haha. *yawn*

21et fro h -+ 7 renliy t arielMende
2:52 PM Jul 31st from UberTwitter in reply to MarielMendc

£  Austinjose

P
EE. Austin Jose

On the PLUS side, 2nd interview with

went well, just waiting on a
ackground check to go through!

6:23 PM Jul 31st from web

S TattooedPixie

Pixie

4

Tweeting at work. Anyone want to see a
magic trick. Then come to downtown Ok...after almost a week a work
and visit me at work! I'm a suuuucks.
maglcmn btW 101 AM Jun 8th from txt
_ ratmackay
M¥e Kris_shreds Rat MacKay
- Kris matranga
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Begin with Monitoring

Monitoring/Listening programs start by discovering relevant social data, synthesizing it
into findings, segmenting / prioritizing, and shepherding intelligence internally to key

company functional areas.

1. Discover - Harvest relevant social
data

2. Analyze - Separate signal from noise

3. Segment - Segment social data by
business function and/or defined
categories

4. Strategize & Integrate — Make
listening outputs a regular input that
informs the strategic planning process

5. Execute — Informed action based on
insights from strategic listening

version 1.0

Social Analytics Lifecycle
Social Web

(blogs, social

video/photo shuirg}

&

Data Segmentation {Filter, Group, Tag, Assign)

Product Strategic Corp Marketing & Customer
e 0 Sales
Development Planning Communications Advertising Care

— SITATEEIC ———  — Tacticy| —(—

4, Strategize ‘
& Integrate
Insights drive focused business strategies

5. Execute ’
Fuine Campaigns CRM
Direction = :
: Reputation Customer
novation Management Satisfaction

Improvements
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Monitoring Dashboards

soclal medls / the soclal wed
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*Customizable
*Real-time
*Trend watching
*Segmentation

*Workflow
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How are other organizations dealing with the
risk?

Most organizations are just now becoming aware of the risks and are performing risk
assessments that outline the pros and cons of social media usage across the company

Creating and communicating a social media usage strategy across the company
(including objectives and measurement plan)

“Knee-jerk” blocking of access to social applications
Developing social media usage policies and procedures
Providing education & training to employees

Developing strategic listening programs to continuously provide monitoring coverage
and real-time data/insights (both internal and external)
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How Is this relevant to internal audit?

|dentify risks and control matrices to audit upcoming
social networking applications

Enhance investigations

Real-time and trending view of what is important to audit
(risk dashboards)
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Contact Information

Tushar Padhiar — Senior Manager
Phone: 720.931.4566
E-mail: tushar.padhiar@ey.com

Eric Scales — Senior Manager
Phone: 312.218.9579
E-mail: eric.scales@ey.com

Page 44 Borderless Security — June 21, 2011 El| ERNST & YOUNG
Quality In Everything We Do


mailto:tushar.padhiar@ey.com
mailto:eric.scales@ey.com

	Borderless security��
	Agenda
	Slide Number 3
	GISS Survey Observations
	Slide Number 5
	Virtualization Benefits
	Translate Servers to a Collection of Manageable Resource Pools
	Virtualization Security Concerns
	Virtualization Security Concerns
	Virtualization Security Concerns
	Slide Number 11
	Three categories of Cloud Computing�
	Industry trends
	2010 GISS results�
	2010 GISS results�
	Customer cloud computing considerations�What are the risks?
	Security and Privacy Risks of Cloud Computing
	Security and Privacy Risks of Cloud Computing
	Security and Privacy Risks of Cloud Computing
	Security and Privacy Risks of Cloud Computing
	Slide Number 21
	Independent assurance options to enhance service organization communications to its stakeholders
	Example of use of SOC 2—Cloud Security Alliance framework
	Slide Number 24
	Mobile devices�Fastest growing business technology since PC
	Sensitive data on mobile devices�
	Mobile device assessments�A few different perspectives
	Native mobile applications�Risks
	Native mobile applications�Risks
	Native mobile applications �Security questions to consider
	Slide Number 31
	Several media types fall under the umbrella of Social Media
	Social Media by the Numbers – Did you know?
	Social media risks
	Leaking of sensitive information
	Leaking of sensitive information
	Social engineering
	Misuse of Social Applications
	Brand and reputation damage
	Begin with Monitoring�Monitoring/Listening programs start by discovering relevant social data, synthesizing it into findings, segmenting / prioritizing, and shepherding intelligence internally to key company functional areas. 
	Monitoring Dashboards 
	How are other organizations dealing with the risk?
	How is this relevant to internal audit?
	Contact Information

