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Linking Business Performance to Internal Audit

The Role of Risk Management

Becoming a “Strategic and Valued Advisor”

Unlocking the Value of Internal Audit Examples
- Value Charter/Value Scorecard Considerations
» Steps to Transformation

 Self Diagnostic
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Insights on internal audit

of companies believe strong risk management has a of companies believe internal audit helps their
positive impact on their long-term earnings organization achieve its business objectives
performance

of organizations believe their internal audit
of companies believe that their internal audit function function is consistently strong across all
has an important role in their overall risk management geographic locations
efforts

of organizations involve internal audit in key
of companies have been asked to improve their risk business decisions and strategy
coverage through internal audit

of organizations believe their internal audit
of companies have been asked to improve internal function attracts future leaders and high-
audit with the same or reduced cost/budget potential talent from within the business

74 % of organizations believe there Of these organizations, 96% of
is a need to improve their internal companies believe they should
audit function make improvements within

the next 24 months

Source - VERSION 11 May: Ernst & Young Risk Survey conducted in April and May 2010 with Global Audit Committee Members, CEOs and CFOs
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Presenter
Presentation Notes
Statistics on left (94-96%) suggest a strong link between Risk Management and Business performance; and, Internal Audit playing a critical role
Statistics on right suggest that less than 50% of companies are truly helping their companies improve performance or have a role in strategic initiatives
So, on the left, there are high “expectations” from executive management … while, on the right the “reality” is there is much improvement to be gained
On the bottom of the slide, there is an indication that companies want their IA functions to improve … and, to do so within the next two years


Executives are asking

» Does my internal audit function understand their key
stakeholder expectations?

» Is my internal audit function contributing to address
our key business objectives?

» How do | know | am getting value from my internal
audit function?

» How can internal audit help to get better risk coverage
for less cost?

» Should my Internal audit function be responsible to
help add value and improve my business?
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Does my IA function have the appropriate influence on
my overall control environment?

Does my internal audit function have the right skills in
the right places?

How can information technology help internal audit do
a better job?

Do | know | have an effective internal audit function
based on objective performance and cost
benchmarks?

What does internal audit do to help increase the
competiveness of my business?
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Internal audit addressing stakeholder needs

Reliable
assurance

Non-negotiable _— Q

- e
*
Value Jf;ap
\

The 'value gap' represents the opportunity

H|gh|y for long term improvement Improvement
efficient orientation
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Presenter
Presentation Notes
Most prominent stakeholder expectation is at the top for “Non-negotiable reliable assurance”
But at the same time, stakeholders are now wanting this assurance at an efficient cost and to be looking for business improvement opportunities at the same time
To expand on the cost efficiency and improvement orientation, IA functions must step out further on each axis; thus, creating a gap
That “value gap” may be overcome through a comprehensive transformation (or, continuous improvement) plan
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Linking business performance to internal audit
Internal audit enables improvement to business performance

. Business objectives/ Internal audit enabled
Stakeholder expectations . .
Business value agenda business performance
ImpIications fOl' Focus on high risk areas while driving value and reducing costs ) ) Value Charter
Internal Audit o d o

Governance and
risk management

Co-ordination with all other risk and assurance activities

Mandate: Alignment with stakeholder expectations and
|nterna| AUdit support of business objectives
ca pabl|lt|eS Methods: Dynamic approach Technology enablement: Advanced tools and techniques

People: Highly skilled and experienced people

All Rights Reserved
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Aligned and integrated risk management activities can
lead to improved business performance

Future State

Board oversight
Audit Compensation Risk Other
committee committee committees committee
Executive management
CEO CFO CRO General Counsel
1 [
‘-._____’p "-h-....,__’-"
Aligned mandate and scope
Coordinated infrastructure and people
Consistent methods and practices
Common information and technology
| [ [ I
——— ——— —— e
Business Business Business Business
unit unit unit unit
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Presenter
Presentation Notes
Ideally, the company’s risk functions will be aligned with one another
They can accomplish this by understanding the expectations and goals of executive management from above as well as from the “business” at the foundation of the company
Good alignment will include consistent and coordinated people, infrastructure, methods/practices, information and technology


®

Risk Coverage - Mapping accountabilities for key risks

Representative Example - Risk Coverage Map

Aligning the key risks to the organizational roles and responsibilities is ultimately critical to
determining opportunities for enhancement.

Risk and Control Framework Assessment - Risk and Control Activity Mapping

Business Operations Support Functions Monitoring Oversight
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22183 2| &8 |£8|Ea] E8 5 “ | 5| € |SE|E5 58| @ |<5| ¢
22 o 2 a b = 2 o) = 8 og|ox juw S o =
Significant Risks a e = = = 4
TIER 1
linterational Expansion ® ® M M M| M O
|llewProductDevelopmelt X X °

|Rﬂ|||r Material Price ¥ olatility

iyl

|
|Foreign Exchange Rates X o )
|Illlen5l Rate Volatility s i3 o )
|Contmcl Terms/Conditions < | x| B | X I MM M| M
|Ret:milmalt & Retention < | x| B | X X 0o O
|Reguhln|y Compliance o ]
Heates.m- - — - ~l~n

| | Primary Owner

| ® | Support

| A | Monitoring

| © | Oversight

| | Potential Inefficiencies

I- Potential Coverage Gap I
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Presenter
Presentation Notes
The risk coverage map is essential to understanding the coordination of risk activities across the enterprise
A good mapping will first list the most important risks to the company down the left side of the matrix
Across the top, we list the many risk and control functions in a company, grouped by “line of defense”
Once we document the primary, secondary and support coverage for the company risks, we can understand two things:
Where are our overlaps in coverage (yellow), suggesting that we might have unnecessary redundancies in coverage (thus, a cost cutting opportunity)?
Where are our gaps in coverage (red), suggesting a failure to account for and mitigate a critical risk to the organization?


Calendar Overview - “"Rhythm Of The Business"

Key points of integration for incremental enhancements

Q1 Q2 Q3 Q4
JAN | FEB | MAR | MAY | JUN JuL | AUG | SEP oCT | NOV DEC
Board and Audit L/XX 4IXX 7/IXX 10/XX
Committee Meetings
Risk Update and —>|Risk Review

IA Plan Review l
Executive Level Strategy N

Strategy and Long Range Strategic Risk Strategic Initjatives &

Value Drivers Strategic Plan Assessment Financial Thrgets
_______________________________________________________ _AL___________________+ e
Business Level Plannlng Business Level Planning Analysis For g Business Risk Budget, Forecast &

Objectives Business [Plan Assessment Operating Plan
Quarterly Business Review Quarterly Quarterly Quarterly Quarterly
Review Review Review Review
QBR Risk .| QBR Risk »! QBR Risk ! QBR Risk >
Review | Review | Review | Review
e e S e e . S
Regulatory & Compliance o_> Quarterly | Quarterly _| |Quarterly | Quarterly
P> ECC » ECC - EC®
Internal Audit e = | | || | T —m—m
C‘ Quarterly _|| Quarterly _ |l Annual Plan _ || Annual Plan
Updated »| Updated | Kick-Off »| Finalized
Internal Financial
Controls (SOX) Quarterly 302/404 .| Quarterly 302/404 .| Quarterly 302/404 »| Quarterly 302/404
Certification process "| Certification process "| Certification process Certification process
Monthly / Quarterl L L L L
Close y/Q y 1/xx 3/xx |~ 4/xx 5/xx 6/xx |~= 7/xx 8/xx 9/xx |~ 10/xx 11/xx 12/xx
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Presenter
Presentation Notes
In an attempt to better understand the company’s business objectives and position risk management (IA) as a enabler of business performance, many companies build a calendar of key business activities to which IA (and other risk functions) can marry their planning and support
We call this being in the “rhythm of the business”
By having that “seat at the table,” IA can offer insights on various strategic initiatives (e.g., controls consultation, project oversight, etc.)
By knowing where the business is trying to go, it can help navigate the risks associated with going there


Internal Audit as a valued business advisor

Strategic and Valued Advisor
Internal audit function serves as a subject matter specialist to

business management around strategic initiatives, challenges and
Audit committee and changes in the organization. The function has the people, knowledge

. and experiences to effectively provide this level of service.
management expectations Hpe IS TORIEIS B (e -

Business Insight

In addition to covering the “basics”, the internal audit
function is designed to provide high quality, relevant
business insight as an integral part of its activities.
Business insight is not a by-product, but an explicit
outcome from the function’s activities.

Mandate for internal audit

L |

Company initiatives and Control and Compliance Monitoring Structure

business initiatives Internal Audit function focused on evaluating the design and the
effectiveness of internal controls in those areas outlined in their
charter or mandate. Also includes focusing on compliance with key
regulations and policies.

Non-negotiable
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Presenter
Presentation Notes
There are many influences on the “mandate” (charter) for Internal Audit as depicted on the left side of the slide
To meet these expectations, IA must be able to move up the “value chain” on the right side of the slide
Most functions are adept at providing the services in the bottom box, i.e., “control and compliance” activities
To move up to “business insights” means to be aware of business-specific accounting, systems, etc. that, in the course of auditing, can assist in providing business improvement recommendations
To move up to “strategic and valued advisor” means to help the business navigate the risk associated with making and taking strategic risk and turning it into business opportunity
Some call this moving from “hindsight” to “insight” to “foresight”


Closing the gaps

The transformation gap
keeps many IA functions
from becoming a strategic
and valued advisor to
executive management and
their boards of directors.
Targeting approaches that
help fill the gap will allow
for enhanced performance.

Competency gap
Enablement gap ST
Business valued advisor
Control and insights
compliance

Competency gap
» Rotational resource model

Critical areas

Non-negotiable Business relevance

Enablement gap
» Traditional risk assessment and audit planning approach

» Lack of scale to adequately staff certain areas » Not driven by business risk
. » |IT, international, treasury, taxes, supply chain » Heavy focus on auditable units and locations
What drives » Fraud prevention and detection » Limited use of data analysis and modeling
the gap? » Audit activity = available resources » Limited training and development
» Traditional role of internal audit function limits scope » Lack of effective prioritization
» Alignment with strategic plan and initiatives to support > Unwillingness to change

» Industry/competitive insight

© 2010 EYGM Limited
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» Not focused on key business process improvements

Filling in the gaps can help improve |IA
performance and client service.
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Presenter
Presentation Notes
Taking that first step up the “value chain” to “business insight” often means closing the “enablement gap;” i.e., having the tools/technologies, methods and knowledge/research available to provide true business insights and improvement recommendations
Taking the second step up the “value chain” to “strategic and valued advisor” means closing the “competency gap;” having the experience and track record that establishes “trusted business advisor” status
Closing both gaps means addressing the overall “transformation gap”.  By investing in people and infrastructure, IA functions may transform in a meaningful way to provide these heightened services to the business


B

Stakeholder expectations of internal audit

Value

» Business
performance
improvement

» Support M&A

» Meet Strategic
business objectives
dvisor on major

e initiatives
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Presenter
Presentation Notes
In terms of adding overall value to the business, IA functions seek to maximize the effects/outputs associated with value, cost and risk, or “VCR”
Risk – providing the best possible coverage of the company’s key risks (e.g., having the most comprehensive risk assessment process that leverages both management’s grass roots assessment as well as the enterprise risk group’s evaluation of the key, overall risks to the organization)
Cost – doing so with the greatest efficiency possible (e.g., using data analytics to cover low-to-moderate risk areas)
Value – as defined by the company, bringing value to each and every audit (e.g., process improvement recommendations, enterprise cost reduction ideas, sharing of internal and external best practices)


Unlocking the value

Aligning internal audit with business objectives

Example
value
objectives

Example
risk
objectives

Example
cost
objectives
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» Improve overall skills and personnel in the
internal audit function

» Increase business performance capabilities

» Improve results on major change programs

» Advise on entering new markets

» Benchmark against peer organizations

> Improve risk assessment

» Enhance coverage of key and emerging risks

» Improve coordination with other risk functions

» Improve overall control awareness and control
behavior

» Improve efficiency and effectiveness of the
control environment

» Leverage technology to reduce internal audit
costs

» Improve staffing flexibility to manage through
peak/trough capacity demands

) Value

) Risk

{Impactx [IKslihase)
-

) Cost
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Presenter
Presentation Notes
In order to build a “business case” for transformation, we need to be able to tell “stories” as to how risk (IA) truly, quantifiably helped the business improve
The first set of stories, “value cases”, demonstrate IA’s ability to enhance a business process and/or a strategic initiative.  For example, in this picture, IA’s involvement in a major capital program (system implementation) helps reduce the risk of failure of that project … resulting in a quicker, more robust return on investment
In the Risk example, we explore IA’s ability to keep up with the pace of change in the business and its associated increased risk exposure, with IA’s ability to provide reliable, timely assurance.  How able is IA in keeping the gap small between risk and necessary assurance?
Finally, in the Cost example, we demonstrate that efficient audit procedures can be achieved by applying appropriate resources against the right risks.  So, for example, we want our greatest costs focused on the highest risks (e.g., big end-to-end process audits in the field) and our lowest costs on low-to-moderate risks (e.g., through the application of data analytics to test low cost areas)


Case study - Internal audit and major capital programs
A seat at the table prior to and during implementation

The business objective(s):

» Return maximum on investment in major capital program

» Achieve ROI/ROC as quickly as possible while minimizing
disruption to existing business operations

The focus of Internal Audit:

» Participate in pre-implementation and ongoing program execution
by providing controls consultation, efficiency monitoring and test
of intended new controls

» Help management reduce the overall risk of failure by monitoring
key risks to the program as well as long-term risks to the business
process(es) affected by the major change

The results (benefits/impacts): Value
added
1. 1A helps to reduce the risk of failure (cost overruns, program \/

milestones not achieved), failure to meet stakeholder
expectations) by monitoring “program risk", that is, those
risks that are inherent in large capital projects.

2. 1A, by monitoring risks that would otherwise cause major \/
delays in program execution and benefits realization, actually
enables speed-to-ROI/ROC.

3. lAis atrue “partner” with the business, seen as a true \/
consultant skilled in leveraging internal leading practices
across the enterprise.

© 2010 EYGM Limited
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high Scenarios
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low high

True story ...

Objective - Execute a major rollout of SAP on a worldwide basis across 5
waves and 3 years. Do so with maximum efficiency and little disruption to
the business.

IA's role - Dedicated five (of 40) Internal Audit team members (two IT) and a
Program Risk SMR. Participated in company program (including PMO)
from very start. Consult on controls and test new risk profile.

Bottom Line - Not only did IA and the SMR help the company achieve the
intended results/benefits of the rollout, it established itself as a value-
added contributor (and consultant) of leading practices and key skills.
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Presenter
Presentation Notes
This case study is an extrapolation of the “value” example on the previous slide
Here, we provide all of the details on the project and IA’s ability to add value to a major capital program (i.e., strategic initiative)
We highlight the company’s business objectives to be met, the specific opportunity for IA to assist, and the tangible value achieved
Through this “true story” we demonstrate IA’s “value scorecard” opportunity


M&A Risk Assessment Process

Corporate M&A Strategy
(8-10 deals/year)

Typical Risk Assessment
Criteria:

Deal Size

Deal Type

Timing

Speed of integration
Synergy targets
Geographical locations
Resource experience
Product/service offering
Stakeholder expectations

VYVVVVYVYYVYY

People

. End-to-End M&A
Full Llfgcycle lifecycle Outcome:
Review participation

Process Improvement
Deal value
confirmation/acceleration
Link to strategy
Measurement

Mitigation of value leakage
Stakeholder assurance

Participation at
riskier stages in the
deal lifecycle

VVVY VvV

Participation in ad
hoc or requested
reviews

b

Internal Audit Participation

Deal Approval

Integration
& Close

Due Diligence
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M & A Life Cycle
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Corporate Audit M&A Role Framework

Objective

Case Studies

© 2010 EYGM Limited
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M & A Life Cycle

Deal Approval

Integration
& Close

Due Diligence

1. Synergy 2. Synergy Tracking
Validation 3. Synergy Quality
4. Look Back ROI

Enhancing and sustaining business performance — Unlocking the value of internal audit | Page 15



®)
Implications for internal audit

Example value charter for internal audit

Vision Statement Value Charter

Business Value Agenda / Objectives
» People
» Highly Engaged Workforce
» World-class Safety
» Performance Product & Process
> #1 in Quality
» Market Leadership
> Market-leading Availability
» Profitable Growth
> Revenue
» EPS Growth
Critical Success Factors

)

» People

» Quality

» Product

» Velocity

» Distribution

» Emerging Markets
» Macro-economic

© 2010 EYGM Limited
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Value Attributes for Internal Audit:

>

>

>

Leadership Development

Subject Matter Knowledge

Training and Certification

Utilization

Audit Relevance to Risk that Matter Most
Efficiency and Effectiveness of Audit Process

Value Impact on the Business
(process improvement)

Business Relationships, Insights and
Advisory Focus

Six Sigma Principled
Risk Coverage
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Value Scorecard Measures:

>

>

>

Staff Placement/Attraction to/from Business
SMR's Leveraged in the Audit Project(s)
Training Hours, CPE's and Certifications attained
Team Headcount and Utilization

High Risk Areas Addressed

Issues Monitored and Closed (H/M/L)
Recommendations Made and Implemented

BU Executive Interactions and Key Initiative
Inclusion

Costs Contained/Recovered and Revenue
Enhancements Identified/Implemented

Emerging Market Insights and Red Flags
monitored and reported


Presenter
Presentation Notes
If you think about the case for Value as a two-bookend process, the Value Charter would be the front bookend
This is often referred to as the “contract with the business”. That is, IA and the business co-develop a charter that, when agreed, serves as a lens for IA to perform its work and attempt to add the defined value
These same attributes and metrics are then communicated on the back bookend of the process as a Value Scorecard


Three steps to Internal Audit Transformation
“Continuous Improvement”

Link Internal Create a plan that
Audit to the Build the business focuses on value,
Business Value case for change measurement and

Agenda accountability

Value Charter I Ti I stale Gagushs ro—p—— .
Pl ol o th - b Results of self-assessment / scorecard
e Ikl
Internal Audit: \Value
[12 pacetanmcnns | =T R S T e Err Gme Bty sttt ] Lt
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= s [rmm—— - ——— @mo a2 A
der e Bnpw R et - W b ma e — - || amesdee
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Presenter
Presentation Notes
These are three steps to IA transformation (we have a piece of Thought Leadership, with testimonials from Kraft and General Dynamics to support this)
Develop the IA Value Charter to tee up the opportunity to add value
Build a business case from diagnostics, interviews, etc. 
Create and execute a transformation plan that, over time, will get the IA function to its desired future state (and intended added value)


Risk based Internal Audit approach

Leverage the audit planning risk model to determine the appropriate means by which to staff and execute the detailed
audit plan to drive a more efficient deployment of limited Internal Audit resources. The majority of Internal Audit
resources should be deployed to address the most significant risks.

Risk

Mega/Major processes

Audit Audit Audit
unit unit unit
Sub Sub Sub

process process process
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Internal controls and control environment

High risk

Low risk

End-to-end process audits
Full scope location audits
Integrated audits (IT)
Special projects

Focused-scoped audits
Process reviews

Data analytics
Surprise audits

Control self-assessment
Analysis

Desk-top review
Training and awareness
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Presenter
Presentation Notes
Tactically, this demonstrates the approach many IA functions take to adding value through audit execution
We use in-the-field process audits to focus on the high risk areas
We use data analysis and the like to focus on moderate risks
And, we use control self assessment and similar approaches to tackle low risk areas
In many cases, the efficient use of techniques in the low-to-moderate risk areas frees up the function to apply more resource in the high risk areas … and to allow for more time to look for value added opportunities


®

Self-diagnostic - Ability to meet stakeholder needs

Focus area Basic Evolving

Stakeholder
expectations

Business
objectives

Internal Audit

enabled business

performance

Enablers
> Mandate

> People

» Methods

» Technology
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Internal audit stakeholders and
expectations may be narrowly
defined

Internal audit activities may not
be aligned to achievement of
business objectives

Internal audit activities are
primarily focused on risk and
compliance

The internal audit operating
model is functional but has
known areas of weaknesses

Established

Leading

Internal audit is proactive in
challenging stakeholders to expect
more from risk functions

Internal audit is seen as a trusted
advisor and is well positioned to help
the business achieve its objectives

Internal audit focuses on the risks
that matter, enables value creation
and supports cost reduction

Internal audit is characterized by
developing the skills of future
business leaders, uses consultative
audit approach and leverages
advanced tools and technology
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» Focus on risks

that matter
@ > Alignment to

business

objectives

> Create
competitive
advantage

Improved

business
performance

> Lower costs
» Greater efficiency
» Less complexity

» Broader risk
coverage

> Improved
coordination

» Proactive
approach


Presenter
Presentation Notes
In order to know what the value opportunity is for IA and its ability to deliver on the intended value, we first must evaluate IA’s current state
This “maturity model” can help an IA function determine its current state as well as its desired future state
The self assessment will serve as part of the business case for developing and executing a robust “transformation” plan
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