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Governance is a combination or processes 
and structures implemented by Board or 
Executive Management to inform, direct, 
manage, and monitor activities of the 
organization towards the achieving their 
strategic goals.

?WHAT IS 
GOVERNANCE
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IT Governance is a subset of organization’s 
governance and consists of leadership, 
organizational structure, and other processes 
to ensure information technology supports 
the organization’s strategic objectives.

?WHAT IS IT 
GOVERNANCE



• Guides the achievement of business’ goals 
and objectives

• Structured governance provides: 
– Foresight: Strategy driven, processes and control 

optimization, operational auditing, industry 
expertise, data modeling 

– Insight: Business insight, leverage KPIs, 
benchmarks, control and process effectiveness 

– Hindsight: Monitor control and compliance, risk 
driven 

Perspectives
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Governance is focused on providing direction and 
oversight to the organizations and their programs.



Governance Oversight
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Governance is rapidly 
changing and requires 

Internal Audit to monitor 
changes and re-evaluate 

how they impact the 
organization.



Role of Internal Audit

• Perform assessments to provide 
assurance over governance structures

• Provide advice on improvements to 
governance structures and 
operational processes
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Assessor Advisor Advocate Catalyst



Governance Assessment

• Assess and make recommendations to 
improve governance process
– Promote appropriate ethics and values
– Ensure effective performance management
– Effective communication of risk and control 

information
– Effective coordinating activities
– Effective communication between external 

audit, board, internal audit, and management
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Elements of 
Governance and 
IT Governance



Elements of Governance
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GOVERNANCE

Board Roles 
& Oversight

Strategy, 
Policies and 
Procedures

Structure & 
AccountabilityCommunication 

& Reporting

Assessment & 
Risk 

Management

Ethics



Board Roles & Oversight
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• Board Charter
• Bylaws
• Board Policies
• Board Structure
• Subcommittees



• Policies and 
Procedures

• Mission Statement and 
Values

• Strategic Plan and 
Direction

• Goals
• Performance Metrics

Strategy, Policies & Procedures
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• Human Resources Policies 
and Procedures

• Job Descriptions
• Performance Evaluations
• Compensation & 

Incentives 
• Training Plans
• Succession Plan

Structure & Accountability 
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• Board Communications
• Board Reporting
• Internal Reporting
• Employee 

Communications/ 
Meetings

• Real-time/Dashboard 
Reporting

• Public Information

Communication & Reporting
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• Risk Identification
• Risk Assessment
• Risk Management
• Monitoring
• Compliance

Assessment & Risk Mgmt
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• Ethics Policy 
• Ethics Communication 

Strategy
• Training
• Acknowledgements

Ethics
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IT 
GOVERNANCE

Elements of IT Governance
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Organizational 
Governance 

Structures

Executive 
Leadership 

Support

Strategic & 
Operational 

Planning

Service Delivery 
& Measurement

IT Organization 
& Risk 

Management



• Established Decision 
Bodies

• Role & Responsibilities 
of IT Management

• Board 
Communication

Organization & 
Governance Structures

19



Executive Leadership 
& Support

20

• Role of IT/CIO in 
Organizational 
Strategy

• IT Strategic Plan
• Key IT Initiatives
• IT Budgeting Process 



• Tactical Operating Plans
• KPIs and Reporting 

Metrics
• Cost Benefit Assessment 

for IT Investments 
• IT Organization 

Structures, Size, and 
Composition 

Strategic & 
Operational Planning
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• IT Cost Management
• IT Value Measurement
• CIO Performance 

Measurement
• Sourcing 

Arrangements

Service Delivery 
& Measurement
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• Data Standardization
• Degree of Automation
• Technology Asset 

Inventory
• IT Policies and 

Procedures
• IT Risk Assessment 

Process 

IT Organization & 
Risk Management
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Audit Approach 
and Criteria



• COSO 2013
– Internal Control Framework 

for the Governance 
Structure

• Organization Policies and 
Procedures

• NACD
– Industry best practices

• Regulatory guidance or 
legislation

Governance Criteria
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• COSO 2013
– Internal Control Framework for the 

Governance Structure
• COBIT5

– Framework for Governance and 
Management if Enterprise IT

• GTAG 17
– Auditing IT Governance

• Organization Policies and 
Procedures

• Regulatory guidance or legislation

IT Governance Criteria
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COBIT 5
Governance of Enterprise IT

27
www.isaca.org/cobit

COBIT5

Stakeholder 
Needs

Separate 
Governance & 
Management

Holistic 
Approach

End-to-End
Enterprise
Coverage

Single 
Integrated
Framework



Aligning IT and Business
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IT 
OPERATIONS

IT 
PROJECTS

INFORMATION
SECURITY

IT
GOVERNANCE

GTAG 17 covers aspects 
of governance that 
should be in place to 
ensure IT supports the 
strategies and objectives 
of the organization. 

It also describes elements 
of effective governance 
and performance 
frameworks such as 
balanced scorecards, 
maturity models, and 
quality systems.



• Maturity Model Evaluation
– Reference to categorize and highlight characteristics of 

the maturity stage of an organization for each of the key 
elements of governance

– Allows auditors the flexibility to assess governance maturity 
across the continuum

– Management is afforded the opportunity to understand 
the efforts required of all stages of maturity

A Different Approach
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Governance is dynamic and is different for various 
organizations and/or programs.



• Management consensus and support should be 
gained prior to performing audit procedures

• Goal Maturity Stage should consider:
– Age of the organization/program
– External stakeholder expectations
– Volume of stakeholders affected 

• Tailor audit procedures to determine actual stage 
of maturity of the organization

Determining Maturity Goals
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To evaluate the governance of an organization, a goal for the 
stage of maturity for the organization must be established as a 
“baseline” for the audit.



Determining Maturity Goals
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Attribute Initial Repeatable Defined Managed Optimizing
Board Roles and Oversight
Are Board roles explicitly defined 
through committees and charters? How 
consistently and effectively does the 
Board provide oversight to the 
organization?

Board does not have defined 
committees, a charter or bylaws 
and objectives have not been 
defined for the organization

Board has defined committees and 
communicated objectives and 
requirements for the organization

Board and its committees have 
established charters that been 
developed to align with the 
organization's mission and 
objectives

Board and its committees are  
functioning at the defined state 
building the foundation for a strong 
risk governance culture

Board and committees are 
committed  to continuously 
improving capabilities at managed 
stage

Strategy, Policies and Procedures
Are the strategy, goals, objectives, 
policies, and procedures for supporting 
the organization's mission clearly 
defined?  What are the key 
performance measures and metrics to 
monitor achievement of the mission?  
Is the strategy communicated, 
documented, and aligned?

General understanding of strategic 
plan and vision. Policies and 
procedures are dependent on 
seasoned staff to carry out 
operations.  No defined 
performance measures for 
evaluating achievement of mission 
and  objectives

Informal policies and procedures 
exist and support strategic 
direction and key performance 
measures and metrics

Strategic plan has been developed, 
and key performance measures 
and metrics are defined. Policies 
and procedures are refined and 
documented

Strategic plan and goals are 
agreed upon and meaningful 
performance measures and metrics 
are in place. Policies and 
procedures are reviewed, revised, 
and communicated throughout the 
entity on a defined schedule. 
Performance metrics that align with 
the entity's mission are monitored 

Strategic plan and goals are 
understood and redefined annually. 
Policies are continuously evaluated 
on an enterprise wide basis to 
achieve the desired risk/reward 
balance. Performance measures 
and metrics are regularly monitored 
and reported to management to 
monitor achievement of goals and 
objectives

Structure and Accountability
How effective is the structure of the 
organization (Board and divisions) for 
managing programs, hiring, training 
and staff development, evaluating 
performance, and succession 
planning?  Are roles and 
responsibilities defined with adequate 
staffing?

Limited accountability due to 
absence of clearly designated 
people charged with managing 
programs, evaluating performance, 
and overseeing specific risks

Responsibilities and authorities are 
defined for specific individuals and 
roles in addition to identifying staff 
development needs 

Roles and responsibilities are 
clearly defined, robust 
management reports are utilized, 
key performance indicators are 
integrated into decision making 
processes, and career ladders are 
established

Formal lines-of-defense framework 
is implemented, risk measures are 
linked to performance goals, early 
warning systems are in place, 
capital allocation techniques are 
effectively deployed, and staffing 
levels are systematically 
determined

Organizational structure and 
delegation of authority is effective 
and improvement initiatives are 
established and are integrated with 
development and risk management 
plans

Communication and Reporting
What are types of communication used 
for board reporting, internal reporting, 
staff meetings, dashboards and public 
information?

Informal communication and 
reporting guidelines exist

Basic reporting structure in place; 
including board reporting, retaining 
meeting minutes and agendas, and 
consistent updates to staff

Objectives and performance 
metrics are integrated into 
enterprise wide systems, providing 
dashboard reporting and 
performance management

Formal guidelines in place for 
consistent and timely 
communication to the board, 
internally to staff, and the public

Entity wide reporting needs are 
adequately serviced and the Board 
periodically evaluates performance 
management and communication 
effectiveness

Assessment and Risk Management
What processes are in place to 
monitor progress for meeting stated 
objectives, performance metrics, risk 
management, and compliance?

Monitoring goals, objectives, and 
compliance is informal. Risk 
management is fragmented and ad 
hoc. Individual risks are managed 
in silos and the organization 
behaves reactively to events.  
There is no monitoring of 
performance metrics

Basic risk management policy 
structures and processes are in 
place, including performing an 
annual risk assessment; 
performance goals are informally 
established; performance metrics 
are informally monitored

Evidence of risk-sensitive and risk-
aware decision making; control 
deficiencies drive improvement 
initiatives; risk measures are linked 
to performance goals

Improved quantification, time tested 
models, and data analytics assist 
decision makers with forecasting 
and scenario planning analysis to 
identify emerging risks and 
anticipate potential disruptive 
change. Performance metrics are 
regularly monitored

All elements of the risk 
management structure fully align 
with business environment 
changes; compliance and 
performance goals are 
continuously monitored and used 
to analyze risk trends associated 
with goals and objectives

Governance Maturity Model



Maturity Model
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Initial

Repeatable

Defined

Managed
Optimized



Organizational Governance 
Maturity Stage: Initial
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• Risks managed in 
silos; frequently not 
monitored

• Performance metrics 
not defined

• Inconsistent 
accountability structure

• Informal 
communication 
internally and 
externally

• Policies, procedures, 
charters do not exist

• Ad-hoc, non-
standardized processes

• Unpredictable
• Inconsistent

• Ethics policy does 
not exist



Organizational Governance 
Maturity Stage: Repeatable
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• Basic risk-
management policy 
structures established

• Performance metrics 
are informally 
monitored

• Responsibility and authority for 
leadership positions exist

• Staff development needs are 
identified

• Informal performance metrics 
and goals established

• Basic reporting 
structure in place; 
including board 
reporting, retaining 
meeting minutes 
and agendas, and 
consistent updates 
to staff

• Informal policies and 
procedures exist to 
support strategic 
direction

• Defined committees or 
board sub-committees

• Informal ethics policy 
and guidance exists



Organizational Governance 
Maturity Stage: Defined
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• Risk assessments 
regularly performed

• Risk measures linked 
to performance 
goals

• Clear reporting lines and job 
responsibilities are 
communicated

• Career ladders are established
• Performance metrics are 

monitored and integrated 

• Objectives and 
performance metrics 
integrated into 
enterprise-wide 
systems

• Dashboard reporting 
and performance 
management

• Strategic plan and key 
performance metrics 
are defined

• Defined and 
documented policies 
and procedures

• Board and committees 
have formal charters• Formally 

documented ethics 
policy

• Clearly defined 
reporting 



Organizational Governance 
Maturity Stage: Managed
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• KPIs and data 
analytics are 
integrated into 
performance models

• Scenario planning in 
place to manage 
risks

• Risk measures are linked to 
performance goals

• KPIs are actively monitored and 
early warning systems are in 
place

• Formal guidelines for 
board, internal and 
external 
communication are in 
place

• Defined strategic plan 
and goals

• KPIs align with strategic 
plan

• Policies and procedures 
updated and 
maintained regularly

• Boards and committees 
function at Defined 
state

• Regular monitoring 
and reporting ethics 
compliance

• Formal ethics training 
and communications 



Organizational Governance 
Maturity Stage: Optimized
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• Risk trends 
associated with KPIs 
are continuously 
monitored and 
analyzed

• Organizational structure 
improvements are integrated 
with development and risk 
management plans

• Entity-wide reporting 
needs are adequately 
serviced

• Strategic plan and 
goals are redefined 
annually

• KPIs are regularly 
monitored and reported

• Board and committees 
are continuously 
improving capabilities

• Ethics compliance 
monitoring is 
integrated into 
processes

• Continuous ethics 
monitoring



IT Governance 
Maturity Stage: Initial
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• Little to no data 
sharing between 
systems

• No IT risk 
assessment

• IT roles and structure are 
not well defined

• IT acquisitions are not 
standardized

• IT Costs are not 
tracked within IT

• No performance 
metrics or measures 
are established

• CIO is viewed as part of 
IT, not senior 
management

• Policies and procedures 
dependent on 
seasoned staff

• Governance bodies 
(steering committee, 
change approval 
board, etc.) do not exist



IT Governance 
Maturity Stage: Repeatable
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• Data is shared, but 
not integrated or 
automated

• IT risks are 
informally assessed

• Tactical plans for 
strategic direction

• IT org structure exists, 
but has blurred lines of 
responsibility

• IT costs are tracked 
but not easily 
relatable to key 
initiatives or the 
strategic plan

• Informal polices and 
procedures

• CIO is considered part 
of senior management, 
but has no formal 
definition

• Informal IT decision 
bodies are formed

• Ad-hoc IT governance 
communications



IT Governance 
Maturity Stage: Defined
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• Integrated and 
automated data 
sharing

• Tactical operating plans 
are defined

• Some performance 
metrics are defined

• SLAs are 
established and 

• IT value and 
deliverables are 
measured against 
the SLA and IT 
strategic plan

• IT strategic plan is 
defined

• Policies and procedures 
are defined and align 
with strategic plan

• Decision bodies have 
defined charters

• The role of decision 
bodies is 
communicated and 
understood



IT Governance 
Maturity Stage: Managed
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• Defined data 
architecture

• Inventory of IT 
infrastructure and 
applications is 
defined

• Tactical operating plans are 
monitored and revised, as 
necessary

• KPIs are monitored and cost-
benefit decisions are 
integrated into workflows

• IT operational costs 
are actively 
tracked against 
budget

• IT strategic plan is 
coordinated and 
aligned with 
organizational strategic 
plan

• Decision bodies are 
integrated with 
organizational strategic 
plan

• Decision bodies are 
included in daily workflow



IT  Governance 
Maturity Stage: Optimized
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• IT risk assessments 
are conducted 
annually and 
integrate it 
strategic planning

• IT staffing metrics are 
monitored to ensure 
adequate resources are 
available

• IT costs are 
proactively 
tracked

• IT value is 
measured 
against SLAs and 
strategic plan

• Technology trends are 
monitored and 
evaluated for impact to 
the IT strategic plan

• KPIs are integrated into 
daily workflow

• IT Strategic plan is regularly 
reviewed against 
organizational strategic plan



• Effective communication techniques 
– Visuals (charts, graphs)
– Effective language

• Communicate and find agreement on 
findings ahead of time

• Determine the ultimate goal of 
organization or program’s 
governance maturity

• Provide constructive and/or 
prescriptive recommendations for 
execution to achieve the goal 
maturity stage

Reporting Results
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Reporting Results
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Maturity 
Level Governance Maturity Assessment

Current

Goal

Initial

Defined

Managed

Optimizing

Repeatable

Maturity 
Level Board Oversight

Current

Goal

Initial

Defined

Managed

Optimizing

Repeatable

Presenting both the 
Governance results as a whole 
and the individual elements 
provide a clear representation 
of the stage of maturity

Recognizing the incremental 
achievements of the stage of 
maturity offers the opportunity 
to gain the acceptance of 
management and the other 
auditees



• Early buy-in and communication 
on goal maturity stage

• Operate transparently
• Timely communication 
• Professional skepticism to reduce 

the impact of the political 
environment 

• Balanced Assessor: One who 
acknowledges achievements 
and portrays trends and 
comparisons for improvements

Managing Expectations
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