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� Background:

– Kevin Rockecharlie has more than 20 years of experience providing 

professional audit and consulting services to a wide range of industries, 

including: Energy / oil and gas, financial services, insurance, real estate, 

retail, technology, telecommunications and settlement trusts. He is 

responsible for BKM Sowan Horan’s SOC-1/SSAE16, SOC-2, SOC-3 practice.

– Kevin started his career as an ERP developer and now serves both public 

and private companies by performing financial, operational and IT audits

– In addition, he has extensive experience consulting with clients in 

automating internal control testing to achieve SOX 404 compliance. 

� Certifications:

Certified Information Systems Auditor (CISA)

Certified IDEA Data Analyst (CIDA)

� Education:

MBA, University of Texas at Dallas

MS Accounting, University of Texas at Dallas

BBA Management Information Systems, Texas Tech University
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History of SOC (Service Organization Control) Report

� Introduced in June of 2011 as a re-branding and 

enhancement of the AICPA’s SAS70 standard and 

report, Service Organization Control (SOC) reports are 

becoming more essential due to the growth of 

outsourcing in the financial, technology and service 

sectors.  Service organizations that want to remain 

competitive must obtain an internal control attestation 

which is typically a resource intensive process, 

especially in the first few years of compliance. 
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Presentation Goals

� Organizations that understand SSAE16 SOC 1 requirements 
and the Trust Services Principles and Criteria for SOC 2 
allow for greater alignment between the internal and 
external auditors.  

� This session will introduce and discuss the following:  The 
various types of SOC reports, their differences, their 
planning and execution, the identification of system 
boundaries and the development of system descriptions, 
how to align controls with the Trust Services Principles and 
Criteria, obtaining relevant evidence, the reliance upon the 
work of the internal audit function and distribution of the 
report.*

* This presentation was primarily developed from AICPA Continuing Professional Education materials for 
Service Organization Control Reporting.   
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Comparing SOC Reports

Type Who needs the report Why What

SOC 1

Management of the service 

organization; user entities; and 

auditors of the user entities’ 

financial Statements

Audit of 

financial 

Statements

Controls relevant to

user entities' internal

controls over financial

reporting

SOC 2

Management of the service 

organization and other specified 

parties who have sufficient 

knowledge and understanding

Oversight

due diligence

Controls relevant to

security, availability,

processing integrity,

confidentiality, or

privacy

SOC 3

Any users with need for 

confidence in service 

organization’s controls

Marketing

“confidence

without the

detail”

Seal on report & easy to 

read report on controls
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SOC 1 Report - Purpose

� Reports on controls at a Service Organization Relevant to User 

Entities’ Internal Control Over Financial Reporting.

� SOC 1 reports are examination engagements undertaken by a 

service auditor to report on controls at an organization that 

provides services to user entities when those controls are likely 

to be relevant to user entities’ internal control over financial 

reporting.
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SOC 2 Report - Purpose

� Reports on controls at a Service Organization relevant to 

Security, Availability, Processing Integrity, Confidentiality or 

Privacy.

� SOC 2 engagements use the predefined criteria in Trust Services 

Principles, Criteria and Illustrations*, as well as the 

requirements and guidance in AT section 101, Attest

Engagements (AICPA, Professional Standards). 

* See the AICPA guide, Reporting on Controls at a Service Organization, Relevant to Security, Availability, 

Processing Integrity, Confidentiality, or Privacy (SOC 2).
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SOC 1 Vs. SOC 2 – Explained (Control Risk)

� The risks and controls that address those risks are likely 

to differ in SOC 1 and SOC 2 engagements…

– Example: Controls over Changes to Application Programs

SOC 1 SOC 2

Focus is on risks affecting the financial 

reporting process at user entities

Covers the risks of unauthorized 

changes to a much broader range of 

application programs
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SOC 3 Report - Purpose

� A SOC 3 report is a general use report that provides only the 

auditor’s report on whether the system achieved the trust 

services criteria (no description of tests and results or opinion on 

the description of the system).

� SOC 3 reports can be issued on one or multiple Trust Services 

Principles (security, availability, processing integrity, 

confidentiality or privacy).
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SOC 2 vs. SOC3 

� SOC 2 Report Components

– Auditor’s Opinion

– Management’s Assertion

– Description of System

– Description of Tests and the Results of Tests (Type 2)

� SOC 3 Report Components

– Auditor’s Opinion

– Management’s Assertion

– Description of System (Not as detailed as SOC 2)
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Types of Service Auditor Reports

� There are two types of reports for SOC 1 and 2 

engagements:

– TYPE I
• A report on management’s description of the service organization’s 

system and the suitability of the design of the controls to achieve the 

related control objectives / criteria included in the description as of a 

specified date.

– TYPE II
• A report on management’s description of the service organization’s 

system and the suitability of the design and operating effectiveness of 

the controls to achieve the related control objectives / criteria included 

in the description throughout a specified period.
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Type II Report - Examination Period

� After an organization has conducted operations under the 
controls described in the Type I report for a period of typically six 
months (or an agreed-upon period of time), a Type II 
engagement can be performed. Reasons for a shorter period 
may be described in the report. Controls should be tested 
throughout the examination period.

� To be useful to user auditors, a Type II report usually 
covers a minimum of 6 months. Circumstances for a 
shorter period may include:

• The service auditor is engaged close to the date by which the report is to 
be issued;

• The system is in operation for less than 6 months; or

• Significant changes have been made to the controls, and it is not practical 
to wait for 6 months to issue.
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Engagement Planning – Service Auditor

� The Service Auditor (CPA) should only accept or continue an 

engagement if the following conditions are met:

1. The service auditor has adequate technical training and proficiency

2. The service auditor has adequate knowledge of

- the subject matter

- the service organization industry and business

- systems and technology;

3. Reason to believe that the subject matter is capable of evaluation 

against criteria that are appropriate for the intended use;

4. Experience evaluating

- risks related to the suitability of the design of controls;

- the design of manual and IT controls related to the specified

control objectives (SOC 1) or selected trust services principles (SOC 

2), performing tests of such controls, and evaluating the results of the 

tests.
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Engagement Planning – Service Auditor (Cont.)

� The Service Auditor (CPA) should only accept or continue an 

engagement if the following conditions are met (Cont):

5. Management acknowledges and accepts responsibility to provide the 

assertion

6. The criteria to be used will be suitable and available to the intended 

users of the report

7. The scope of the engagement and management’s description of the 

service organization’s system will not be so limited that they are unlikely to 

be useful to the intended users of the report. If the inclusive method is 

used, these conditions also  apply with respect to the subservice 

organization.
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� Management’s responsibilities include:

– Description of the service organization’s system

– A Written Assertion

– Type of engagement to be performed

• - Scope

• - Subservice organizations inclusion / carve out

• - SOC 1: which control objectives?

• - SOC 2: which principle(s)?

� Written representations at the conclusion of the engagement

� Reasonable basis for its assertion

Engagement Acceptance & Continuance
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Assessing Materiality

� The service auditor is required to consider materiality with 

respect to the suitability of the design of controls primarily by 

considering qualitative factors, such as whether:

Qualitative Factors to Consider

Management’s description of the service organization’s system includes the significant 

aspects of processing of significant transactions

Management’s description of the service organization’s system omits or distorts 

relevant information, or

SOC 1: The controls have the ability as designed to provide reasonable assurance that 

the control objectives stated in management’s description of the service 

organization’s system would be achieved

SOC 2: The controls have the ability as designed to provide reasonable assurance that 

the criteria for the applicable trust services principle(s) stated in management’s 

description of the service organization’s system would be achieved
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Planning the Engagement - Sampling

� In planning and determining the extent of tests of controls and whether 

sampling is appropriate, the service auditor should consider the 

characteristics of the population of the controls to be tested, including the 

nature of the controls, the frequency of their application, and the expected 

deviation rate.

� The AICPA Audit Guide Audit Sampling addresses designing an audit sample 

and projecting and evaluating the results of the audit sample when 

performing audit procedures.

� Also, for tests of controls using sampling, the service auditor determines the 

tolerable rate of deviation and uses that rate to determine the number of 

items to be selected for a particular sample.

� The service auditor’s selection of sample items should be reasonably 

expected to be representative of the population, resulting in a sample that is 

representative of the population covering the reporting period. Random-

based selection of items represents one means of obtaining such samples.
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SOX Readiness Assessment

� The purpose of a readiness assessment is to prepare an 

organization for a SOC report engagement. The 

readiness assessment process is similar for both SOC 1 

& SOC 2 . The eventual, not necessarily the immediate 

goal, is to successfully complete a Type II engagement 

and issue a Type II report. A Type II report provides 

your customers with the assurance that the internal 

controls processing or protecting their data were 

operating effectively over a period of time.
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Readiness Assessment to Report Timeline

Readiness

Assessment

SOC (1 or 2)

Type I

SOC (1 or 2)

Type II

Type I

Report

SOC 1 or 2

Type I

Report

SOC 1 or 2

Remediation

0 to 3 Months 3 to 6 Months

Fieldwork

Typically 2 to 4 Weeks Typically 2 to 4 Weeks
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Readiness Assessment - Control Identification

� Accomplished through the readiness assessment, 

which plays a critical part as organizations begin their 

SOC engagement process, organizations will document 

their control objectives and control activities. For a SOC 

2, an alignment of these controls is required against 

relevant / in scope AICPA Trust Service Principle(s).

� Control deficiencies will be identified and a gap analysis 

will be used to facilitate efforts to remediate issues and 

prepare for a SOC 1 or 2 Type I report engagement.
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Developing the Description

� The extent of the detail in the description may vary depending 

on the size and complexity of the service organization and its 

monitoring activities. The description of the service 

organization’s system is intended to:

System Description Characteristics

Enable user auditors to assess the risks of material misstatements 

in the user entities’ financial statements

Provide sufficient information for user auditors to understand how 

the service organization’s processing affects user entities’ financial 

statements and
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Content of the Description

� The description of the service organization’s system 

should include the following:

Requirements

The related accounting records , technology system processes and supporting 

information involved in initiating, authorizing, recording, processing, and 

reporting transactions

How the system captures and addresses significant events and conditions other 

than transactions

The process used to prepare reports and other information for user entities
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Content of the Description - Continued

� Service organizations must also include any other 

aspects of the service organization’s internal control 

components that are relevant to the services provided.

� These 5 components of internal control include:

1. Control Environment

2. Risk Assessment Process

3. Information and Communication Systems

4. Control Activities

5. Monitoring Controls
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Control Development & Description

� It should also include information about the frequency with which a 

control is performed or the timing of its occurrence, the person or 

parties responsible for performing the control, the activity being 

performed, and the source of the info to which the control is applied.

� The following control description is an example that includes all of 

these elements:

Example

The Cash Reconciliation Group (responsible party) 

reconciles (activity performed) money movement 

reflected in the ABC application output report (source of 

the information) to the fund’s custodian bank report 

(source of the information) monthly (frequency).
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System Boundaries

� In a SOC 2 engagement, boundaries of the system must 

be clearly understood, defined, and communicated.

� Example: The boundaries of a system related to 

processing integrity (system processing is complete, 

accurate, timely, and authorized) may extend to other 

operations (for example: processes at customer call 

centers).
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System Boundaries - Privacy

� When the privacy principle is addressed in a SOC 2 

engagement, the system boundaries cover at 

minimum, all system components, as they relate to the 

personal information life cycle, which consists of:

Personal Information Life Cycle

Collection

Use

Retention

Disclosure

Disposal or Anonymization of Personal Information
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System Boundaries – Privacy (Cont.)

� For the privacy principle, the system boundaries would 

also include instances in which the personal 

information is combined with other information (for 

example: in a database or system), a process that 

would not otherwise cause the other information to be 

included in the scope of the engagement.
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Identification of Controls & Policies (SOC 1)

Control Objective Control Activity Area

Organization & Management Org Chart , Hiring Practices

Computer Operations
Helpdesk, Backups, Network , Virus, 
Availability of Systems,  Infrastructure 
Planning

Application Development
Change Management, Version Control, 
Migration Process. 

Data Security
IT Security, Logical Access, System 
Access Provisioning, Termination of 
Access, Firewall Configuration. 

Physical & Environmental

Physical & Environmental Components
of Security & Operations. Vendor 
Access, Daily Walkthroughs.  Business 
Continuity

Transaction Processing
Controls Specific to Processes and the 
Organization’s Mission and Reason for 
the Report. 
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Overview of Trust Service Principle(s) (SOC2)

Trust Service Principle(s)

Security

The system is protected against unauthorized access, use, 
or modification to meet the entity’s commitments and 
system requirements.

Availability
The system is available for operation and use to meet the 
entity’s commitments and system requirements.

Confidentiality
Information designated as confidential is protected to 
meet the entity’s commitments and system requirements.

Processing Integrity

System processing is complete, valid, accurate, timely, and 
authorized to meet the entity’s commitments and system 
requirements.

Privacy

Personal information is collected, used, retained, 
disclosed, and disposed to meet the entity’s commitments 
and system requirements.
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Identification of Controls & Policies (SOC 2)

Security Availability Confidentiality Processing 

Integrity

Privacy

IT Security Policies Availability & SLA 

Policies

Confidentiality & 

Privacy Policies

Processing Policy / 

Procedures

Privacy Policy

Logical Security Security Policies /  

Procedures

Security Policies /  

Procedures

Security Policies /  

Procedures

Security Policies / 

Procedures

Physical Security Capacity Planning Confidentiality of 

Inputs / Outputs

Completeness Data Classification

Network Security Change

Management

Data Classification Accuracy Posting of Policy 

(Notice)

Wireless Security System Backup & 

Redundancy

Contracts Address 

Confidentiality

Requirements

Timeliness Choice & Consent

Security Awareness BCP \ DR Planning Disclosure System Availability Use & Retention

Security Change

Management

Change Mgmt Change Mgmt Change Mgmt Disposal

Configuration 

Baselines

Incident 

Management

Incident 

Management

Incident Management Quality / Access

Monitoring Monitoring Monitoring Monitoring Monitoring
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Subservice Organizations

� These may be separate entities from the service organization or 
may be entities related to the service organization.

� A service organization that uses a subservice organization may 
use the carve-out method or the inclusive method to present 
information about the services provided by the subservice 
organization in it description of the service organization’s 
system.

� Identifying what is a subservice organization vs. not a subservice 
organization .

� The service auditor must describe how the organization is 
monitoring that controls are present and operating at subservice 
organization i.e. review of  SOC reports, contract performance 
meetings (SLA), operation of user control considerations. 
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Subservice Org – Carve Out Vs. Inclusive 

� Carve Out
– Expected that the Service Organization will do something – can’t 

just turn a blind eye

– Monitoring Procedures
• Obtain SOC reports(if they exist) and review report

• Consider IA or others to perform testing

• Perform other monitoring procedures – periodic discussions/review of 
reports

– Inspect User Entity Control Considerations

– Consider impact to service organization's report if a qualification is 
identified at the subservice organization.

� Inclusive
– Subservice organization has to provide both an assertion (to be 

included in the report) and representation letter Control 
environment, control objectives and controls are included in the 
report and tested by service auditor
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Common Criteria & Control Alignment

Common Criteria & Control Alignment
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SOC 2 – Common Criteria -Organization and Management

� CC1.3 - The entity has established procedures to evaluate the competency of 

personnel responsible for designing, developing, implementing, operating, 

maintaining, and monitoring the system affecting [insert the principle(s) addressed by 

the engagement: security, availability, processing integrity, confidentiality, or privacy, 

or any combination thereof] and provides resources necessary for personnel to fulfill 

their responsibilities.

Risks Illustrative Control Examples

Newly hired, newly assigned or transferred 

personnel do not have sufficient knowledge and 

experience to perform their responsibilities. 

Personnel do not have sufficient periodic

continuous training to perform their

responsibilities 

Technical tools and knowledge resources are 

insufficient to perform assigned tasks. 

1 - Job Descriptions

2 - Resume Evaluation

3 - CPE is Required

4 - HR/CPE Monitoring

5 – Business Planning / HR Budgets
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Evidence & Suitability of the Design

� The service auditor determines which controls at the service 

organization are necessary to achieve the control objectives 

stated in management’s description of the service organization’s 

system and assesses whether those controls were suitably 

designed to achieve the control objectives by:

Action Details

IDENTIFYING Risks that threaten the achievement of the control objectives 

stated in management’s description of the service 

organization’s system as they relate to the user entities’ 

financial statement assertions

EVALUATING The linkage of the controls identified in management's 

description of the service organization’s system with those 

risks.
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Evidence & Suitability of the Design (Cont.)

� To evaluate the suitability of the design of the service 

organization’s controls, the service auditor considers 

the following info about the controls, which should be 

included in the description of the service organization’s 

systems:

Points to Consider

The frequency or timing of the occurrence or performance of the Control

The specific party responsible for conducting the activity

The specific activity being performed by the individual performing the control

The source of the information to which the control is applied
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Evidence & Operating Effectiveness

� In evaluating whether controls were operating 

effectively, the service auditor considers:

• How controls were applied

• The consistency with which they were applied, and

• By whom or in what manner they were applied

� The service auditor is required to evaluate materiality 

with respect to the operating effectiveness of controls 

to achieve the related control objectives stated in the 

description.
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Operating Effectiveness & Materiality

� The service auditor should consider materiality when 

evaluating whether controls are operating with 

sufficient effectiveness to meet the applicable TSP. 

Materiality with respect to the operating effectiveness 

of controls includes consideration of the following:

Quantitative Factors Qualitative Factors

Such as tolerable rate of 

deviation and observed rate 

of deviation

For example: the nature and 

cause of any identified 

deviations
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Using the Work of Internal Audit - Guidance

Using the Work of Internal Audit



40

Using the Work of Internal Audit - Applied

� Examples of matters that may be important to this 

understanding are the internal audit function’s:

Examples

• IA’s Organizational status within the service organization

• Application of and adherence to professional standards

• Audit plan (including nature, timing, and extent of audit procedures)

• Access to records and whether limitations exist on the scope of the 

function’s activities
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Using the Work of Internal Audit - Applied

� If the service auditor determines that the work of the 

internal audit function is likely to be adequate for 

purposes of the engagement, the service auditor 

should evaluate these factors:

Factors

The nature and scope of specific work performed, or to be performed, by the 

internal audit function

The significance of that work to the service auditor’s conclusions

The degree of subjectivity involved in the evaluation of the evidence gathered 

in support of those conclusions
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Using the Work of Internal Audit - Guidance

�SOC 1 
– In April 2010, the Auditing Standards Board (ASB) issued Statement 

on Standards for Attestation Engagements (SSAE) No. 16, Reporting 

on Controls at a Service Organization (AT sec. 801) which has been 

branded SOC 1 effective for service auditor's reports for periods 

ending on or after June 15, 2011. 

– AT sec . 801 states that if the service organization has an internal 

audit function, the service auditor should obtain an understanding 

of the nature of the internal audit function’s responsibilities and 

activities to determine whether the internal audit function is likely 

to be relevant to the engagement. 
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SOC 1 – Using the Work of IA – Procedures

� (1) Determining whether the work of the internal audit 

function is likely to be adequate for the purposes of the 

engagement.

1. Evaluate technical competence

2. Evaluate objectivity

3. Evaluate processes and quality assurance / quality control. 

4. Evaluate if due professional care is carried out. 

5. Evaluate if open communication is available or if restrictions 

have been placed on IA by management.
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SOC 1 – Using the Work of IA – Procedures

� (2) The service auditor will determine the planned use 

of internal auditors and the effect on the nature, 

timing, and extent of your procedures, describe and 

evaluate the following

1. Nature and scope of the work performed by IA

2. Significance of the work to your conclusions

3. The degree of subjectivity involved in the evaluation 

of the evidence gathered to support conclusions.
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SOC 1 – Using the Work of IA – Procedures

� (3) When the service auditor uses specific work of the 
internal audit function, it must determine its adequacy for 
your purposes ( and )  by performing the following
1. The team’s technical training and proficiency.
2. The team’s supervision, QA review and documentation.
3. The team’s ability to obtain sufficient appropriate evidence to 

draw reasonable conclusions.
4. If the team reached appropriate conclusions under the 

circumstances documented consistently with the results of the 
work performed.

5. If the team resolved exceptions relevant to the engagement or 
unusual matters disclosed during their procedures.

� Perform additional procedures to test the adequacy of 
work:
1. Examining items already examined by the internal auditors.
2. Examining other similar items.
3. Observing procedures performed by the internal auditors
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SOC 1 – Using the Work of IA – Procedures

� (4) When using internal auditors to provide direct 
assistance, consider and apply the requirements of 
paragraph .27 of AU-C 610, The Auditor’s Consideration 
of the Internal Audit Function in an Audit of Financial 
Statements. 
1. Supervise, review, evaluate, and test the work performed by 

internal auditors.

2. Inform internal auditors of their responsibilities, the 
objectives of procedures to be performed, and other 
matters that may affect the nature, timing, and extent of 
audit procedures.

3. Inform internal auditors about how all significant accounting 
and auditing issues identified should be communicated to 
the service auditor.
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SOC 1 – Using the Work of IA – Procedures

� (5) Document the conclusion reached about whether 

the work of the internal audit function is adequate for 

use in the SOC 1 engagement and the extent to which 

such work will be used. Describe how that use will alter 

the nature, timing, or extent of tests of controls or 

other attestation procedures.
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SOC 1 – Using the Work of IA – Procedures

� (6) Determine and document the effect of the use of 

the work of the internal audit function on the report.
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Using the Work of Internal Audit - Guidance

�SOC 2
– AT section 101 does not address a practitioner’s use of the 

work of internal auditors in an attestation engagement. The 

paragraphs in this section are an adaptation of certain 

paragraphs in AU-C section 610, Using the Work of Internal 

Auditors (AICPA, Professional Standards), for application in a 

SOC 2engagement. Using the work of internal auditors 

includes (a) using the work of the internal audit function in 

obtaining evidence and (b) using internal auditors to provide 

direct assistance under the direction, supervision, and review 

of the external auditor.
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SOC2- Using the Work of Internal Audit -2015 AICPA

� The 2015 AICPA SOC 2 Guide includes an adaptation of 

certain paragraphs of AU-C 610, Using the Work of Internal 

Auditors , for application in a SOC 2 engagement. Because, 

as stated in Paragraph 1.19 of the AICPA SOC 2 Guide , 

much of the guidance for a SOC 2 engagement included in 

the AICPA SOC 2 Guide is modeled after , the authors have 

provided certain additional guidance provided by the AICPA 

for SOC 1 engagements that the authors believe may be 

helpful when using the work of internal auditors. 

References to the AICPA SOC 1 Guide are to the AICPA 

Guide, Services Organizations—Reporting on Controls at a 

Service Organization Relevant to User Entities’ Internal 

Control Over Financial Reporting (2013 edition).
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Using the Work of Internal Audit - Guidance

� Planning to Use the Work of the Internal Audit 

Function

– Work of the internal audit function that provides information or 

evidence about the fairness of the presentation of the description of 

the service organization’s system, suitability of the design of the 

controls, or the operating effectiveness of the controls that pertain 

to TSP would be considered relevant to the engagement.

� Examples of Info to  Assist in Assessing Relevancy

– Knowledge gained from prior-year examinations

– How mgmt. and internal audit asses risk related to TSP

– How audit resources are allocated to address those risks
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SOC 2 – Using the Work of IA – Procedures

� (1) Determining whether the work of the internal audit 

function is likely to be adequate for the purposes of the 

engagement.

1. Evaluate technical competence

2. Evaluate objectivity “Organizational Status”

3. Evaluate processes and quality assurance / quality control. 

4. Evaluate if due professional care is carried out. 

5. Evaluate if open communication is available or if restrictions 

have been placed on IA by management.
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SOC 2 – Using the Work of IA – Procedures

� (2) The service auditor will determine the planned use 

of internal auditors and the effect on the nature, 

timing, and extent of your procedures, describe and 

evaluate the following

1. Nature and scope of the work performed by IA

2. Significance of the work to your conclusions

3. The nature of the internal audit function and the 

work it performs.
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SOC 2 – Using the Work of IA – Procedures

� (3) When the service auditor uses the work of the 

internal audit function, it must determine its adequacy 

for your purposes ( and )  by performing additional 

procedures to test the adequacy of work:

1. Examining items already examined by the internal auditors.

2. Examining other similar items.

3. Observing procedures performed by the internal auditors
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SOC 2 – Using the Work of IA – Procedures

� (4) When using internal auditors to provide direct 
assistance, in addition to assessing the competence 
and objectivity of the internal auditors providing direct 
assistance the service auditor should:
1. Communicate to management and IA the nature and extent 

of planned use of IA .

2. Obtain a written acknowledgment from management that 
they will permit IA to follow the instructions of the service 
auditor and will not intervene.

3. Evaluate objectivity, competence  of each of the internal 
auditors.

4. Determine the nature and extent of the work to be assigned 
to IA.

5. Direct, supervise, and review the work performed by IA. 
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SOC 2 – Using the Work of IA – Procedures

� (5) The service auditor will document and evaluate, in 

the aggregate, whether the use of IA to provide direct 

assistance in obtaining audit evidence or the use of the 

work of IA, results in the service auditor being 

sufficiently involved in the engagement. 
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SOC 2 – Using the Work of IA – Procedures

� (6) The service auditor will document the conclusion 

reached about whether the work of internal auditors 

can be used in the SOC 2 engagement and the extent to 

which such work will be used and how that use will 

alter the nature, timing, or extent of tests of controls or 

other attestation procedures.
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SOC 2 – Using the Work of IA – Procedures

� (7) Determine and document the effect of the use of 

the work of internal auditors on the report.
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Report Distribution

SOC 1 SOC 2 SOC3 

Will the report be used by your customers and their auditors to 

plan and perform an audit or integrated audit of your customer’s 

financial statements? 

X

Will the report be used by your customers as part of their 

compliance with the Sarbanes-Oxley Act or similar law or 

regulation?

X

Do your customers have the need for and ability to understand 

the details of the processing and controls at a service 

organization, the tests performed by the service auditor and 

results of those tests? 

X

Will the report be used by your customers or stakeholders to 

gain confidence and place trust in a service organization’s 

systems? 

X X

Do you need to make the report generally available or seal? 

However, this report will not contain the details of the testing or 

processing and controls at a service organization.

X
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