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Objectives

Gain a better understanding of the social media and the 
business risks associated with it

Understand the impact of social media as an element 
of reputational risk to your organization

Discover and discuss options for addressing and 
minimizing social media risk within your organization



Agenda

Social Media Defined

Benefits of Social Media

Risks of Social Media

Strategies

Final Thoughts



Social Media Defined

Put simply, social media is a collection of websites and 

applications that enable users to create and share 

content or to participate in social networking. 

It is a collective of online communication channels 

dedicated to community-based input, interaction, 

content-sharing and collaboration. 



Prominent Examples

FaceBook – FREE social networking; Most popular

Twitter – FREE microblogging with short ‘tweets’ and followers

Instagram – FREE photo and video sharing

Google+ - FREE, interest-based social networking

Wikipedia – FREE open content ‘online encyclopedia’

Linkedin – FREE, designed for business community

Reddit – FREE social news website, user-submitted content 

Pinterest – FREE social curation for sharing and categorizing images

YouTube – Free video-sharing website





What’s In It For You?

Content Positioning

Brand Recognition

Online Training

Talent Search

Social Responsibility Efforts

Product Feedback / Customer Satisfaction 
Surveys



Content Positioning



Key Factors in Using Content for Brand 

Recognition



Where’s the Talent?

• According to the Pew Research Center, LinkedIn 

usage is especially high among the educated and  

high earners 

• LinkedIn is the only social networking site 

measured that showed higher usage among 50-64 

year olds than among those 18-29



Social Media Defined



Social Responsibility Efforts



The Downside…

Privacy 
Concerns

ReputationSecurity



Consumer Privacy Concerns

• Customers are constantly faced with choices of 

providing their personal information to companies 

they do business with, as well as for social 

purposes

• Benefits provided, and risks faced are the key 

determining factors in deciding whether to provide 

personal information

• 54% - OK with company installing surveillance

• 47% - OK with retail company loyalty cards



What Are the Questions?

• What’s in it for me?

• Do I trust the company?

• What are they going to do with my information?

• Does this cross my line of comfort?



What is Reputational Risk?

The potential that negative publicity regarding an 

institution’s business practices, whether true or not, 

will cause a decline in the customer base, costly 

litigation or revenue reductions. 
- U.S. Federal Reserve - 1995

According to a 2015 survey, damage to reputation 

and/or brand was considered to be the most 

significant risk to the enterprise. 



What is Reputational Risk?

• According to a 2015 survey, damage to reputation 

and/or brand was considered to be the most 

significant risk to the enterprise. 

• Threats can be segregated into 4 main categories:

• Risk to reputation stemming from 

employment activities

• Risk to reputation coming from product or 

customer issues

• Risk to reputation derived from governance

• Other less easily classified areas



Where’s the Threat?

• Threats can be segregated into 4 main categories:

• Risk to reputation stemming from 

employment activities

• Risk to reputation coming from product or 

customer issues

• Risk to reputation derived from governance

• Other less easily classified areas





Examples



What Can We Do?

• Have a solid content marketing process, that 

includes:

• A content hub

• Adequate resources to keep up consistent 

presence

• A content plan



What Can We Do?

• Establish & distribute a social media policy, 

including:

• Requiring company credentials are different 

from personal credentials

• Clarity on what employees can and cannot 

share about the business

• Monitoring to ensure no sensitive 

information is shared



What Can We Do?

• Incorporate social media expected behaviors and 

repercussions in employee handbook

• Train all employees at all levels of the organization 

on the impact of social media

• Monitor and audit your social media footprint

• Audit compliance with policies and weight findings



Are You Violating Your Employees?

• While you should have a social media policy in 

place, going to far may be just as damaging

• Firing employees for social media posts

• Using social media in the hiring process

• Employees posting inappropriate content on 

company platforms

• Befriending and following employees

• Failing to preserve evidence



What Does This Look Like?

Risks Controls Tests

The organization may not have a 

clear social media strategy

Establish and distribute a social 

media policy

Has the social media been aligned to support the 

organization's overall strategy?

Does the policy cover official and unofficial use of 

social media, repercussions for damaging internal 

postings, and procedures for responding to 

negative postings?

Employees may not be aware of 

social media expectations

Incorporate social media expected 

behaviors and repercussions in 

employee handbook

Does the organizational culture support the 

proper use of social media?

Are managers taking appropriate action when 

employees engage in unsanctioned posting that 

can damage the brand?

Employees may not be aware of 

the impact of posting to social 

media 

Train all employees at all levels of 

the organization on the impact of 

social media

Has the organization provided clear, ongoing 

education on the social media strategy, the impact 

of damaging posts, and the potential 

repercussions?

Damaging posts can be initiated by 

anyone on any social media outlet

Monitor and audit your social 

media footprint

Are all feasible actions taken to monitor social 

media outlets and to respond to potentially 

damaging posts?



Final Thoughts?
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