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WHO WE ARE
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David Stanton 
Managing Director – Cybersecurity

Focus: 

• Data protection and privacy, IT risk management, IT 
security strategy & governance, and security 
transformation

• Retail, Financial Services, and Healthcare 

Role:

• Leads and oversees the Protiviti’s Security & Privacy 
solution services in the Dallas office

• 18 years of IT and IT Security consulting experience.  
Previously, David held the position of Data Protection and 
Privacy lead as Fortune Global 500 consulting firm and 
has acted as interim Information Security Executive for a 
number Protiviti clients 

Nick Britton 
Manager – Cybersecurity

Focus: 

• Offensive Security: vulnerability management, penetration 
testing (ethical hacking), threat emulation

• Healthcare and Financial Services 

Role:

• Manages Protiviti’s Dallas security lab

• Responsible for delivery of projects including vulnerability 
assessments, penetration tests, social engineering 
assessment, security awareness trainings, and incident 
response exercises
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Protiviti (www.protiviti.com) is a global consulting 
firm that helps companies solve problems in 
finance, technology, operations, governance, 
risk and internal audit, and has served more than 
60 percent of Fortune 1000® and 35 percent of 
Fortune Global 500® companies. Protiviti and our 
independently owned Member Firms serve 
clients through a network of more than 70 
locations in over 20 countries. We also work with 
smaller, growing companies, including those 
looking to 
go public, as well as with government agencies. 

Ranked 57 on the 2016 Fortune 100 
Best Companies to Work For® list, 
Protiviti is a wholly owned subsidiary 
of Robert Half (NYSE: RHI). Founded 
in 1948, Robert Half is a member 
of the S&P 500 index.

WHO WE ARE
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*Inclusive of Protiviti’s Member Firm network, revenue for the year ending 2015 was $797M 

3,500
professionals

Our revenue*: 

$743 million 
in 2015
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WHAT IS THE INTERNET OF THINGS (IoT) ?

A collection of physical consumer and corporate

devices that are interconnected to allow the
transmission and storage of data
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ELEMENTS OF IoT

While there are a vast array of IoT devices available to consumers and corporations alike, 
the overall principles of how the devices operate are largely the same

Understanding the environment
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Data Collection: defines the pieces of data 
the device should collect

Data Transmission: mechanism or 
network used to transmit the stored data to 
other devices or individuals

Data Storage: The ability to store data for 
further analysis or use

Data Analytics: The end-user presentation 
of the data for decision making (automated 
or user-driven)

Data Security: Securing the physical 
device, data storage, and data transmission 
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Consumer IoT Commercial IoT

EXAMPLES OF IoT
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Agriculture

Energy and Utilities

Consumer Products
and Services

Environmental Monitoring

Manufacturing
and Distribution 

Government

Healthcare and
Life Sciences

Automobiles

Payments

Security

Home Automation

Mobile Phones/Tablets

Personal Health

Devices

Wearable Technology
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MAJOR IoT MILESTONES
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The idea of a 
network of 
interconnected 
physical devices 
is mentioned in 
many 
publications: 
“embedded 
internet”

PRESENT

1970’s

PAST

Kevin Ashton coins 
the term “Internet of 
Things” while 
proposing the use 
of RFID in Procter 
& Gamble’s supply 
chain processes

1999

Cisco Internet 
Business Solutions 
Group (IBSG) 
determines there 
are more devices 
connected to the 
internet than 
people

2008

Chinese 
government 
announces IoT as 
a strategic five-
year-plan

Google street view 
capturing data on 
massive amounts of 
WiFi networks sparks 
questions regarding 
data collection

IPv6 launch allows 
for 2128 or 340 
Undecillion internet 
addresses

Google purchases 
Nest Labs, Inc. for 
$3.2 Billion

The number of 
mobile devices 
exceeds the 
world's population

Source: IoT Analytics 

2011 2014

LG launches the 
first internet-
connected 
refrigerator

2000 2009

Google tests self-
driving technology 
on California 
freeways
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FUTURE OUTLOOK
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5 Billion 
devices installed 
by consumers

Over 24 Billion
IoT devices will be installed

11.2 Billion 
devices installed by 

businesses

$6 Trillion
invested in IoT solutions 

in the next five years

Many estimate the number of 
devices connected to the 
internet will exceed 34 Billion in 
2020, up from 10 Billion in 2015. 

Business devices will focus on 
lowering operating costs, 
increasing productivity, and 
developing new service offerings

Source: Business Insider

7.7 Billion 
devices installed 
by Governments
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INTERNET OF INSECURE THINGS?

Interconnecting Billions of devices that are designed to collect, store, and transmit 
intimate details of our personal lives and vital company data has inherent risks.  These 
risks are magnified by the pace the devices are being created.

Some common trends in the IoT market include: 
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Poor Device Management Privacy Concerns Lack of Standards

• Inventory management

• Patch management

• Vulnerability management

• Access management

• Traffic analysis

• Large amount of data stored and 
transmitted

• Potential for unintended data collection

• Often targeted by attackers

• No universally agreed upon regulations
or standards 

• Revenue opportunities push 
development speed and security often 
suffers

• Default or easily guessable passwords 
are common
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INTERNET OF INSECURE THINGS?

Source: ISACA
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POOR DEVICE MANAGEMENT
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Exponentially expanding the number of 
internet connected devices in a 
business environment also dramatically 
expands risk exposure

Device 
Procurement

Patch 
Management

Vulnerability 
Management

Security 
Monitoring

IoT 
Management



© 2016 Protiviti Inc. An Equal Opportunity Employer M/F/Disability/Veterans. Protiviti is not licensed or registered as a public accounting firm and 
does not issue opinions on financial statements or offer attestation services. All registered trademarks are the property of their respective owners.

PRIVACY CONCERNS
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IoT devices are intended to collect, 
store, and transmit data, making them 
a prime target for attacks.
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LACK OF STANDARDS OR REGULATION
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The use of different communication 
technologies has made standardization 
of IoT communication difficult

• NIST Special Publication 800-183 “Networks of 
‘Things’” was published in July 2016 and 
attempts to standardize the basic model for IoT 
devices.

Source: Natasha Hanacek/NIST 

• No global standard for device 
hardening or security 
requirements
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IMPACT OF IoT INSECURITY
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“even this modest password dictionary 
is enough to find hundreds of 
thousands of easily-owned devices at a 
time”

• Cybercrime journalist Brian Krebs hit with 
massive DDoS attack (600 GB/second)

• Botnet of IoT devices, between 60-600k 
networks connecting at a time

• Mirai botnet leveraged weaknesses in IoT 
device security to build the network of 
attacking devices

Source: Sophos
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WHAT CAN YOU DO AS AN ORGANIZATION?
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Uncertainty

Where are you today?

ClarityTomorrow

consensus on the priority of risks and action 
plans for next steps

Today

knowledge of risks exists but clear mechanisms 
not in place to help prioritize and mitigate

• Inefficient/Ineffective purchasing and 
management processes

• Unknown sources of risks

• Lack of security controls

• Defined processes to track device inventory

• Ownership of devices and information

• Risks are identified and sourced

Where do you need to be?
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OUR APPROACH TO IOT SECURITY

IoT devices should be procured, tracked, and managed with the same level of detail as 
any other infrastructure in a business environment.  Developing a strong device 
management program is essential to understanding your risk exposure.
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ProcureMonitor

HardenSecure

Track
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OUR APPROACH TO IOT SECURITY

IoT devices should be procured, tracked, and managed with the same level of detail as 
any other infrastructure in a business environment.  Developing a strong device 
management program is essential to understanding your risk exposure.
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Procure
• Procurement process review
• Vendor management/diligence 
• Legal services

Monitor

HardenSecure

Track
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Procure
• Procurement process review
• Vendor management/diligence 
• Legal services

Monitor

Harden
• Secure code review
• Vulnerability assessment
• Penetration test
• Data encryption/PKI review
• SDLC review

Secure

Track
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Procure
• Procurement process review
• Vendor management/diligence 
• Legal services

Monitor

Harden
• Secure code review
• Vulnerability assessment
• Penetration test
• Data encryption/PKI review
• SDLC review

Secure

Track
• Inventory management review
• Data governance and analytics
• Risk/privacy impact assessment 
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Procure
• Procurement process review
• Vendor management/diligence 
• Legal services

Monitor

Harden
• Secure code review
• Vulnerability assessment
• Penetration test
• Data encryption/PKI review
• SDLC review

Secure
• Access management

• Vulnerability management
• Maintenance cycle

• Device compliance certification

Track
• Inventory management review
• Data governance and analytics
• Risk/privacy impact assessment 
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OUR APPROACH TO IOT SECURITY
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any other infrastructure in a business environment.  Developing a strong device 
management program is essential to understanding your risk exposure.
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Procure
• Procurement process review
• Vendor management/diligence 
• Legal services

Monitor
• Incident response/forensics

• Traffic analysis
• SIEM solution assessment

Harden
• Secure code review
• Vulnerability assessment
• Penetration test
• Data encryption/PKI review
• SDLC review

Secure
• Access management

• Vulnerability management
• Maintenance cycle

• Device compliance certification

Track
• Inventory management review
• Data governance and analytics
• Risk/privacy impact assessment 



QUESTIONS?



© 2016 Protiviti Inc. An Equal Opportunity Employer M/F/Disability/Veterans. Protiviti is not licensed 
or registered as a public accounting firm and does not issue opinions on financial statements or 
offer attestation services. All registered trademarks are the property of their respective owners.


