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Summary

Global commitments to combating corruption and enhanced cooperation by international law 
enforcement agencies have increased the pressure on companies to mitigate fraud, bribery and 
corruption risks. While many businesses have made significant progress in tackling these 
issues, there remains a persistent level of unethical conduct. 
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Combating corruption as a global priority
► International bodies, such as the G20 and the World Bank, have made concerted efforts to apply international 

standards on transparency of company ownership. Our survey results show that such initiatives enjoy popular 
support, with 91% of respondents believing it is important to understand the beneficial ownership of the entities 
with which they do business. 

Bribery and corruption as an ongoing challenge
► Globally, bribery and corruption is still perceived to occur widely – 39% of respondents considered it to happen 

widely in their country, with no improvement since our last survey.  Worryingly, 32% of respondents reported that 
they have had concerns when asked about bribery and corruption in their workplace.

Spotlight on CFOs
► A significant number of executives are willing to justify unethical behavior when under financial pressure. Almost 

half of all respondents could justify unethical behavior to meet financial targets, a greater proportion than the 36% 
that could justify such behavior to help a company survive in an economic downturn. 

Bolstering defenses
► The proportion of respondents undertaking pre-transaction anti-corruption due diligence has decreased since our 

last survey. One in five respondents are not identifying third parties as part of their anti-corruption due diligence. A 
greater proportion, more than one-third, are not addressing country or industry specific risks.



Summary (cont’d)
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

Whistleblowing 
Establish clear whistleblowing channels and policies 
that not only raise awareness of reporting mechanisms, 
but encourage employees to report misconduct

Anti-corruption due diligence
Undertake robust anti-corruption due diligence on 
third parties, before entering into a business 
relationship

Fraud risk assessments
Undertake regular fraud risk assessments, including an 
assessment of potential data-driven indicators of fraud 
or forensic data analytics (FDA) indicators of fraud

Cyber crime
Develop a cyber breach response plan that brings 
all parts of the business together in a centralized 
response structure

Compliance 
Execute a comprehensive anti-corruption 
compliance program that incorporates FDA and 
tailored bribery and corruption training

With a global focus on combating fraud, bribery and corruption, and regulators scrutinizing 
executive behavior, companies need to do more. 
Businesses should take steps to minimize the risk of corruption in their operations, so that it is 
quickly identified and mitigated in the event that it occurs:



Methodology

► EY’s 14th Global Fraud Survey was published in April 2016.
► Between October 2015 and January 2016, our researchers conducted 2,825 interviews in the local 

language with senior decision-makers in a sample of the largest companies in 62 countries and 
territories. 

► Employees interviewed included industry leaders – Chief Financial Officers (CFOs), Chief 
Compliance Officers (CCOs), General Counsel, Heads of Legal and Heads of Internal Audit.  
Interviews were conducted on an anonymous basis in the local language by telephone or in person.  
Details of the full survey are shown below:

► Please note that, due to rounding or the omission of percentages to allow better comparison, some 
figures may not sum to 100%.

Job title % of respondents
CFO/FD 23%
Other finance 27%
Head of Internal Audit 8%
Other Internal Audit/Risk 12%
Head of Compliance 3%
Head of Legal 5%
Other 21%

Revenue % of respondents
More than US$5b 6%
US$1b-US$5b 19%
US$500m-US$0.99b 13%
US$100m-US$499m 31%
Less than US$100m 29%

Above US$1b 25%
Below US$1b 73%
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Survey findings
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Combating corruption as a global priority

► The G20 major economies have 
highlighted the abuse of legal and 
corporate structures to hide or conceal 
criminal activity as a “critical issue in the 
global fight against corruption.”

► It has committed to increasing 
transparency over the beneficial 
ownership of companies. Our survey 
found that the majority of executives we 
interviewed support these initiatives.
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Ongoing challenges of bribery and corruption 

► Despite the focus of governments on bribery and corruption, our survey reveals a 
perceived lack of effective enforcement in key emerging markets.

► 70% of respondents in Brazil, 56% in Eastern Europe and 56% in Africa believe that 
governments are willing to prosecute, but are not effective in securing convictions.
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Ongoing challenges of bribery and corruption 

► Globally, bribery and corruption are still perceived to occur widely, and our 
respondents do not believe that the situation has improved since our last survey in 
2014. Worryingly, the situation appears to have deteriorated in developed markets.
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Ongoing challenges of bribery and corruption

► Consistent with previous years, our 
respondents believe that bribery and 
corruption are less likely in their sector 
than in their country.

► Only 11% of respondents stated that 
bribery and corruption happened in their 
sector, far lower than the 39% of 
respondents who believed that it 
happened in their country. 

► This sector-level perception also appears 
at odds with our respondents’ 
observations regarding their personal 
experience of such risks, with 32% of 
individuals recognizing that they have had 
concerns over bribery and corruption at 
work. 
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Justifying unethical behavior and misconduct

► Our survey found that  some executives 
continue to justify unethical acts to 
improve a company’s performance.

► When presented with a series of options, 
more than one-third would be willing to 
justify inappropriate conduct in an 
economic downturn, while almost half 
would justify such conduct to meet 
financial targets.

► While the behaviors that these 
respondents can rationalize differ 
between regions, they should be deeply 
concerning to all companies.
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Justifying unethical behavior and misconduct: 
Financial fraud under the spotlight

► Despite 84% of respondents believing that the board is giving the correct level of 
attention to fraud, bribery and corruption-related issues, almost half believe that 
boards need a more detailed understanding of the business if it is to be an effective 
safeguard against these risks.
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CFOs in the spotlight 

► Almost half of all finance team members interviewed stated that they would be 
prepared to engage in at least one form of unethical behavior to meet financial 
targets or safeguard a company’s economic survival.
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CFOs in the spotlight (cont’d)
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CFOs in the spotlight (cont’d) 

► Some CFOs also seem to lack 
appropriate risk awareness, with only 
41% of CFOs viewing cybercrime as a 
concern.
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CFOs in the spotlight: Executive conduct under the 
spotlight

► Board members and senior management should be aware that regulators are 
increasingly focused on individual misconduct.

► Our survey found that the majority of our respondents support this type of action, with 
83% of respondents globally viewing enforcement against management as an effective 
deterrent.
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Bolstering defenses: Whistleblowing

► Fraud, bribery and corruption are frequently exposed by whistleblowing. Recognizing 
this fact, regulators are adopting new tools to support and encourage individuals to 
come forward.

► Our survey found that while 55% of companies have a whistleblowing hotline in 
place, companies should not assume such mechanisms are always effective. Beyond 
fear for personal safety, respondents highlighted their loyalty to the company or to 
their colleagues as the main deterrents to reporting an incident of fraud, bribery or 
corruption. 
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Bolstering defenses: Data as a monitoring tool

► In an environment where employees are reluctant to raise concerns, the data that a 
company holds can be the key to identifying instances of potential impropriety. 

► Regulators are using increasingly sophisticated tools to analyze data and identify 
trends to highlight potential fraud.  In contrast, our survey found half of respondents 
did not believe that their companies are utilizing specialist software to identify fraud 
risks. 
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Bolstering defenses: know with whom you are 
doing business

► The overall proportion of respondents undertaking any common anti-corruption due 
diligence measures has decreased since our last survey.
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Bolstering defenses: know with whom you are 
doing business

► Our survey also finds that respondents are not yet taking potential steps to identify 
and mitigate key corruption risks before entering into joint ventures or local 
partnerships.



Key elements of best practice
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

Whistleblowing 
Establish clear whistleblowing channels and policies 
that not only raise awareness of reporting mechanisms, 
but encourage employees to report misconduct

Anti-corruption due diligence
Undertake robust anti-corruption due diligence on 
third parties, before entering into a business 
relationship

Fraud risk assessments
Undertake regular fraud risk assessments, including an 
assessment of potential data-driven indicators of fraud 
and/or forensic data analytics (FDA) indicators of fraud

Cyber crime
Develop a cyber breach response plan that brings 
all parts of the business together in a centralized 
response structure

Compliance 
Execute a comprehensive anti-corruption 
compliance program that incorporates FDA and 
tailored bribery and corruption training



Investigations



Investigation sponsor
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

Whistleblowing 
Establish clear whistleblowing channels and policies 
that not only raise awareness of reporting mechanisms, 
but encourage employees to report misconduct

Fraud risk assessments
Undertake regular fraud risk assessments, including an 
assessment of potential data-driven indicators of fraud 
and/or forensic data analytics (FDA) indicators of fraud

► Independent investigations
► Audit Committee or Special Committee takes responsibility for the 

investigation
► Independent outside counsel typically engaged
► GCO may be involved depending on nature of allegations

► Internal investigations
► Internal Audit
► Compliance Director
► General Counsel



Steps for a successful investigation
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

Whistleblowing 
Establish clear whistleblowing channels and policies 
that not only raise awareness of reporting mechanisms, 
but encourage employees to report misconduct

Fraud risk assessments
Undertake regular fraud risk assessments, including an 
assessment of potential data-driven indicators of fraud 
and/or forensic data analytics (FDA) indicators of fraud

► Determine audience or users of investigative conclusions
► Board of Directors
► Regulators (review self reporting guidance by DOJ, SEC) 
► Auditors

► Assemble the right investigative team
► Preserve the environment, including electronic and 

hardcopy documentation
► Establish communication protocol, taking into account 

privilege considerations
► Develop investigative plan



Outside counsel and forensic accountants
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

Whistleblowing 
Establish clear whistleblowing channels and policies 
that not only raise awareness of reporting mechanisms, 
but encourage employees to report misconduct

Fraud risk assessments
Undertake regular fraud risk assessments, including an 
assessment of potential data-driven indicators of fraud 
and/or forensic data analytics (FDA) indicators of fraud

► Some companies hire outside counsel or forensic 
accountants as part of the team for reasons including:
► Objectivity
► Resources and expertise
► Perception of seriousness by government, regulators, and auditors
► Perception of independence of investigation from company 

management
► SOX generally construed as prohibiting use of company’s external 

auditors as forensic accountants



Preserve the environment

Page 25

Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

Whistleblowing 
Establish clear whistleblowing channels and policies 
that not only raise awareness of reporting mechanisms, 
but encourage employees to report misconduct

Fraud risk assessments
Undertake regular fraud risk assessments, including an 
assessment of potential data-driven indicators of fraud 
and/or forensic data analytics (FDA) indicators of fraud

► Identify all individuals involved and preserve data
► Steps to consider:

► Stop the regular disposal of documents and electronic data
► Develop and distribute a preservation memo
► Prevent the loss of relevant data by preserving backup tapes
► Consider need to preserve electronic data beyond company email: 

text messages, IMs, social media posts, and personal email 
► Document ongoing steps to preserve documents



Establish effective communication protocol
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

Whistleblowing 
Establish clear whistleblowing channels and policies 
that not only raise awareness of reporting mechanisms, 
but encourage employees to report misconduct

Fraud risk assessments
Undertake regular fraud risk assessments, including an 
assessment of potential data-driven indicators of fraud 
and/or forensic data analytics (FDA) indicators of fraud

► Periodic meetings with team and key stakeholders to 
discuss preliminary findings and adequacy of work plan or 
refinement of scope

► Conduct status meetings with regulators and auditors (if 
applicable)
► Identify communication plan early in the investigation process
► DOJ, SEC frequently involved in investigations
► Industry specific (FDIC, OIG)

► Carefully consider oral or written status reports and 
presentations to the board committees, regulators, and 
auditors



Develop investigative work plan
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

Whistleblowing 
Establish clear whistleblowing channels and policies 
that not only raise awareness of reporting mechanisms, 
but encourage employees to report misconduct

Fraud risk assessments
Undertake regular fraud risk assessments, including an 
assessment of potential data-driven indicators of fraud 
and/or forensic data analytics (FDA) indicators of fraud

► Iterative process throughout investigation

Document 
Collection Analytics Interviews ReportingInterviews



Reporting the results
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

► Consider oral vs. written format
► Coordinate process
► Report may address:

► Background and circumstances
► Scope (initial, any changes made, and final assessment)
► Procedures conducted
► Key findings
► Remediation
► Recommendations

► Distribution considerations
► Disclosure to regulators, stakeholders, and other third 

parties (if applicable)



Reporting the results (cont’d)
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

► Reporting impacts
► Possible need to restate prior period financial statements
► Additional Form 8-K filings
► Delays in filing of Form 10-Ks and Form 10-Qs
► Amend previously filed Form 10-Ks and Form 10-Qs

► Corporate governance
► Impact to reports on internal controls reported under 

Section 404, and management’s certifications under 
Sections 302 or 906 of the Sarbanes-Oxley Act of 2002
► Management representation letters
► Material weaknesses in internal controls



Reporting timeline considerations
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Finance 
Adequately resource compliance and investigations 
functions, so that they can proactively engage before 
regulatory action

► Securities Act of 1934
► Requires auditors to disclose failure to take remedial action by 

management
► Specific to illegal acts having a material effect on financial 

statements
► Disclosed first to board, then to SEC, within 1 business day

► Dodd-Frank
► Whistleblowers allowed 120-day window between reporting 

internally to company and reporting directly to regulators

► FCPA
► Self-reporting pilot program requires disclosure “in a timely 

manner,” i.e., before “immediate threat of disclosure or government 
investigation”



About EY’s Fraud Investigation & Dispute 
Services practice



About EY’s Fraud Investigation & Dispute 
Services practice
► Dealing with complex issues of fraud, regulatory compliance and business disputes can detract from 

efforts to succeed. Better management of fraud risk and compliance exposure is a critical business 
priority — no matter what the industry sector is. With over 4,500 fraud investigation and dispute 
professionals around the world, we can assemble the right multidisciplinary and culturally aligned 
team to work with you and your legal advisors. We work to give you the benefit of our broad sector 
experience, our deep subject matter knowledge and the latest insights from our work world.

► Experienced in forensic accounting, financial and securities regulation, forensic data analytics, 
electronic discovery and risk management, our multidisciplinary professionals understand the need 
for sensitive and time-critical corporate investigations. 

► Working with outside counsel, in-house legal, compliance and/or internal audit, we can help: 
► Investigate fraud, bribery and corruption and accounting irregularities including money laundering, false reporting, financial 

misstatement and suspect vendor relationships

► Conduct advanced forensic data analytics across key transactional data to identify suspect transactions or irregular patterns that may 
require investigation

► Capture, process and host electronically stored information using advanced IT forensic tools

► Conduct a fraud or bribery and corruption risk assessment 

► Assess your regulatory compliance policies, programs and training

► Respond to regulatory enquiries and investigations 

► Provide expert reports and testimony 
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EY | Assurance | Tax | Transactions | Advisory

About EY
EY is a global leader in assurance, tax, transaction and advisory 
services. The insights and quality services we deliver help build 
trust and confidence in the capital markets and in economies the 
world over. We develop outstanding leaders who team to deliver 
on our promises to all of our stakeholders. In so doing, we play a 
critical role in building a better working world for our people, for 
our clients and for our communities.

EY refers to the global organization, and may refer to one or 
more, of the member firms of Ernst & Young Global Limited, 
each of which is a separate legal entity. Ernst & Young Global 
Limited, a UK company limited by guarantee, does not provide 
services to clients. For more information about our organization, 
please visit ey.com.

About EY’s Fraud Investigation & Dispute Services
Dealing with complex issues of fraud, regulatory compliance and 
business disputes can detract from efforts to succeed. Better 
management of fraud risk and compliance exposure is a critical 
business priority — no matter what the industry sector is. With 
over 4,500 fraud investigation and dispute professionals around 
the world, we can assemble the right multidisciplinary and 
culturally aligned team to work with you and your legal advisors. 

We work to give you the benefit of our broad sector experience, 
our deep subject matter knowledge and the latest insights from 
our work worldwide.
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