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accounting
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• Emphasis on evaluating control environments and 

performing SOC audits
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Meet Weaver
TODAY’S PRESENTERS
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Meet Weaver
IT ADVISORY SERVICES

Weaver’s IT Advisory Services (ITAS) is an in-house practice dedicated to 

providing an array of IT-related assurance and consulting services for IT 

organizations, internal audit departments, security organizations and 

more.



The Big Picture: 

Overview of SOC Reporting



• Focus on understanding the risks 

associated with significant processes 

that are outsourced

• The standard and the deliverable 

were known in the marketplace as 

“SAS 70”

• As technology became more 

predominant, technical service 

providers were also asked for SAS 70 

reports
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SOC Reporting Overview
IN THE BEGINNING…

What we now know as System and Organization Control (SOC) 

was first began in 1993 as the Statement on Auditing Standard No. 

70.



• Purpose was to provide a path for 

risks related to financial reporting, or 

risks that related to operational 

functions

• Customized scoping and two 

timeframe options

• Five different report deliverable 
options
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SOC Reporting Overview
SOC AS WE USED TO KNOW IT

In 2011, the American Institute of Certified Public Accountants 

(AICPA) refined the instructions and applicability of service 

organization audits, redefining the standard as Service 
Organization Control (SOC). 
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SOC Reporting Overview
THE PRESENT AND FUTURE OF SOC

In 2017, the AICPA rebranded the standard to System and 

Organization Controls (SOC). Under the new standard, there are 

three distinct reporting channels.

SOC for Service Organizations
These examinations include the traditional SOC 1, 2 and 3. 

SOC for Cybersecurity
These examinations are focused on an entity’s internal cybersecurity risk 

management program.

SOC for Supply Chain (in development)
These examinations will focus on an entity’s internal supply chain risk 

management program.



• SOC for Service Organizations 

– SOC 1 – ICFR

– SOC 2 – Trust Services Criteria (Limited Use)

– SOC 3 – Trust Services Criteria (General 

Use)

• ISO 27001

• CSA CCM

• HITRUST CSF

• PCI DSS ROC

• FedRAMP: NIST 800-53
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SOC Reporting Overview
ASSURANCE IN THE CLOUD



Overview of SSAE 18



11

WHAT IT REPLACES

SSAE 18 replaces all prior standards, including AT101. As such, both 

SOC 2 and SOC 3 must now follow SSAE 18 rules. Contents of SSAE 

18 include:

Overview of SSAE 18

AT-C Section in 

SSAE 18

Contents

AT-C 105 Common Concepts to All Attestation 

Engagements

AT-C 205 Examination Engagements

AT-C 315 Compliance Attestation

AT-C 320 Reporting on an Examination of Controls at a 

Service Organization Relevant to User Entities’ 

Internal Control Over Financial Reporting
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KEY DIFFERENCES

SSAE 18 replaces all prior standards, including AT101. Key 

differences from the standards include:

Overview of SSAE 18

• Complementary user entity controls (CUECs)

• What controls are necessary at user entities to enable the service 

organization to achieve their control objectives?

• Complementary subservice organization controls (CSOCs)

• How are service organizations monitoring their subservice 

organizations?

• New standard requires service organizations to have controls 

around risks surrounding subservice organizations
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KEY DIFFERENCES

SSAE 18 replaces all prior standards, including AT101. Key 

differences from the standards include:

Overview of SSAE 18

• Completeness and accuracy of information provided by the entity 

(IPE)

• Two types of information:

• Information that is generated directly from the service organization’s 

systems for the purpose of the audit (Ex. Population of tickets, 

population of new hires for the reporting period) 

• Information generated by the service organization used in the 

performance of management’s controls (Ex. GL account details used 

in reconciliations)

• Completeness and accuracy of IPE also impact the achievement 

of control objectives:

• Reliance on an inaccurate and incomplete report. (Ex: periodic 

review of an inaccurate access list)
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KEY DIFFERENCES

SSAE 18 replaces all prior standards, including AT101. Key 

differences from the standards include:

Overview of SSAE 18

• Review of internal audits and regulatory examination reports

• New standards require that auditors review  internal audit reports 

and other regulatory examination reports published by 

management

• Management must determine (a) suitable criteria and (b) 

measurement of subject matter

• Auditor must obtain an understanding over preparation of subject 

matter

• Obtaining evidence over the design of controls



Understanding SOC for 

Service Organizations



16

SOC for Service Organizations
UNDERSTANDING THE RELATIONSHIP

To understand System and Organization Controls (SOC) 

examinations, it is first important to understand who is being 

audited and for whom the report is ultimately being prepared.

User 
Entity

Service 
Organization
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SOC for Service Organizations
UNDERSTANDING THE RELATIONSHIP

Service organizations may outsource certain processes relevant to 

user entity financial reporting to other organizations known as 

subservice organizations. Such outsourced processes provided by 
subservice organizations may be included in or carved out of the 

scope of the SOC audit.

User 

Entity

Service 

Organization

Subservice 

Organizations
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SOC for Service Organizations
WHERE DOES SOC FIT?

Type Focus North America Global

Attestation

Financial Reporting Risk
• SOC 1: SSAE 18 (US)

• CSAE 3416 (Canada)
• ISAE 3402

Technology Risk: Security, 

Availability, Processing 

Integrity, Confidentiality, 

Privacy

• SOC 2: SSAE 18 Trust Services 

Criteria 

• CSA STAR Attestation 

• SOC 2 + ISAE 

3402

Certification Security & Privacy

• PCI

• FedRAMP

• CSA STAR Certification

• PCI

• ISO 27001

• ISO 20000 (ITIL)

Self Assess Security & Privacy

• Safe Harbor

• HIPAA

• FISMA

• GLBA

• EU Data Privacy

Directive
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SOC for Service Organizations
EXAMINATION TYPES

All SOC 1, 2 and 3 examinations must now be performed in accordance 

with Statement on Standards for Attestation Engagements No. 18, 

Attestation Standards: Clarification and Recodification (SSAE 18). 

S
O

C
 1

Purpose: Report on controls 
related to financial reporting
Reports: Type 1 or Type 2
Usage: Audit of financial 
statements
Audience: Restricted use, 
intended for management, user 
entities and user auditors

S
O

C
 2

Purpose: Report on controls over 

information and systems
Reports: Type 1 or Type 2
Usage: Governance, risk or 
compliance programs; due 
diligence
Audience: Generally restricted 
to management, user entities  or 
regulators

S
O

C
 3

Purpose: Report on controls related to information and systems
Reports: Type 2 only
Usage: Marketing and instilling public confidence
Audience: Public
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SOC for Service Organizations
REPORT TYPES

Under the new standard, we still have two types of reports can be 

created: Type 1 and Type 2. Both types report on the fairness of the 

presentation of management’s description of the service 
organization’s system.

A Type 1 Report addresses the fairness of management’s description of 

its system, whether controls were placed in operation, and the 

suitability of the controls’ design as of a point in time. The report 

contains three key elements:

• A detailed description of controls in place to meet the selected 

criteria

• Management’s assertion over internal controls and processes

• An auditor opinion as to whether management has accurately 

described the controls in place and whether those controls were 

suitably designed to meet the in-scope criteria
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SOC for Service Organizations
REPORT TYPES

Under the new standard, we still have two types of reports can be 

created: Type 1 and Type 2. Both types report on the fairness of the 

presentation of management’s description of the service 
organization’s system.

A Type 2 Report addresses all of the aspects of a Type 1 and extends the 

auditor’s opinion to address the design and operating effectiveness of 

internal controls over a designated period of time. It includes all the 

elements included in a Type 1 Report, plus:

• A description of the testing performed to evaluate the effectiveness of 

the system, including the nature, timing, extent and results of those tests
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SOC 2: TRUST SERVICES CRITERIA

Formerly known as the Trust Services Principles, the Trust Services Criteria 

(the TSC) are used to evaluate and report on controls over information and 

systems across an entire entity, at the operating unit level, within a 

particular function, or for a particular type of information. The TSC are 

classified into five main categories: 

• Security: Information and systems are protected against unauthorized access, 
unauthorized disclosure of information, and damage to systems that could 

compromise the availability, integrity, confidentiality, and privacy of information 

or systems and affect the entity’s ability to meet its objectives.

• Availability: Information and systems are available for operation and use to 
meet the entity’s objectives.

• Processing Integrity: System processing is complete, valid, accurate, timely, and 
authorized to meet the entity’s objectives.

• Confidentiality: Information designated as confidential is protected to meet the 
entity’s objectives.

• Privacy: Personal information is collected, used, retained, disclosed, and 
disposed to meet the entity’s objectives.

SOC for Service Organizations
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SOC 2: TRUST SERVICES CRITERIA

Baseline criteria shared among the TSC are called common criteria, 

and collectively evaluate and report on controls over information 

and systems for the following: 

• Control Environment

• Communication and Information

• Risk Assessment

• Monitoring Activities

• Control Activities

In addition to the common criteria, there are also additional criteria 

specific to the Availability, Confidentiality, Processing Integrity and Privacy 

categories.

• Logical and Physical Access Controls

• System Operations

• Change Management

• Risk Mitigation

SOC for Service Organizations



Gaining Value From 

the Report
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WHAT’S IN THE REPORTS?

• Section I: Independent Auditor’s 

Report (i.e.,  opinion)

• Section II: Management 

Assertion

• Section III: Description of the 

System

• Section IV: Description of Test of 

Controls and Results

• Section V: Additional 

Information 

(optional/unaudited)

SOC Reporting
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WHAT MATTERS MOST TO USERS?

• Section I: Independent Auditor’s 

Report (i.e.,  opinion)

• Section II: Management 

Assertion

• Section III: Description of the 

System

• Section IV: Description of Test of 

Controls and Results

• Section V: Additional 

Information 

(optional/unaudited)

SOC Reporting
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WHAT MATTERS MOST TO USERS?

Section I: Independent Auditor’s 

Report (i.e.,  opinion)

• Provides user entities with the 

overall evaluation over the 

areas reviewed in the report

• If qualified, the opinion will 

outline the areas that could not 

be achieved (i.e., failure) or the 

areas that were not available 

for review (i.e., scope limitation)

SOC Reporting
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WHAT MATTERS MOST TO USERS?

Section IV: Description of Test of 

Controls and Results

• Provides user entities with detail 

regarding the individual criteria, 

testing procedures performed 

and results by control/criteria

• SOC 3 reports will NOT include 

this detail

SOC Reporting



TRANSITION SLIDE TITLE

Next Steps
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OUTSOURCED PROVIDERS

• Do we need an SOC audit?

• What services do we offer and 

how does it mitigate risk for our 

customers?

• Do our services relate to financial 

reporting processes or 

operational aspects?

• Have we considered how to 

document the new 

requirements?

Next Steps
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USERS OF SERVICE PROVIDERS

• Do we need to obtain a 

SOC report?

• What services do we use 

and how is our risk 

mitigated?

• Does the report provide 

context for us to place 

reliance?

Next Steps



Discussion
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Disclaimer

The comments and statements in this presentation are the 

opinions of the speakers and do not necessarily reflect the 

opinions or positions of Weaver and Tidwell L.L.P.  

This presentation is the property of Weaver and Tidwell L.L.P.  

All rights reserved. No part of this document may be 

reproduced, transmitted or otherwise distributed in any form 

without written permission from Weaver and Tidwell L.L.P.  

Weaver and Tidwell L.L.P expressly disclaims any liability in 

connection with the use of this presentation or its contents by 

any third party. 


