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Agenda and Learning Objectives
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How can Internal Audit 
liaise with other lines 
of defense to provide a 
holistic view on 
transaction risks?

What role should 
Internal Audit play in 
each phase of the 
transaction lifecycle?

How do transactions 
impact the overall 
control environment of 
the organization?

5 Collaborating 
with other 
lines of 
defense

4 Internal 
Audit’s role in 
each phase of 
the transaction

3 Impact on 
control 
environment

What are the typical 
risks associated with 
transactions and deals 
that Internal Audit 
should be aware of?

2 Transaction 
lifecycle & 
associated 
risks
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What are the various 
types of transactions 
that an organization 
may go through?

Types of 
Transactions

In this session, you will:
• Gain an appreciation for a typical transaction 

lifecycle and understand internal audit’s role in each 
phase of the lifecycle; and

• Learn about the various challenges that internal 
audit teams may encounter as their organization is 
going through a transaction and strategies to 
overcome the challenges.
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Types of Transactions
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Types of Transactions

Business 
Unit 
Divestiture

Merger of 
competitors

Strategic 
acquisition 
of new 
business line

Vertical 
Integration

Initial Public 
Offering 
(IPO)

Spin offs

“All deals have unique characteristics and no two deals are the same”
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The Transaction landscape
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55% of US 
CEOs said their 
companies are 
planning a 
merger or 
acquisition in the 
next year.

Source: 2017 PwC Global CEO Survey

27% of US 
CEOs reported 
plans to sell a 
piece of their 
business or exit a 
market this year.

Source: 2017 PwC Global CEO Survey
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• With constant innovations in the technology and digital space, the way people live, work, and buy is in a constant 
dynamic state

• These innovations are pushing companies to innovate and adopt more digital means of doing business
• Most companies do not have the internal mechanisms to innovate as necessary and are looking externally

Global market disruptors – driving forces behind 
Transactions

• Currently half the global population lives in urban, and the numbers continue to rise weekly 
• The need for infrastructure investment will also rise as businesses will seek to move to growing cities
• Companies will have the ability to move into these new markets, but each must assess the risks associated with 

attempting to function in a new high potential market

• The continuous rise in global population will put more pressure on food, water, and energy availability
• As natural resources diminish, it is up to companies to innovate alternative means
• Companies will need to ways methods of mitigating their own risks associated with water, energy, and natural 

resource dependencies
• Corporate Social Responsibility will continue to rise in importance in the eyes of consumers

• Companies are focused heavily on data-driven decisions towards consumers, and are collecting, buying, and 
selling more consumer data than ever before

• With the increase in digital data comes the increase in the need for cyber-security
• Cyber-security is a major issue for all companies, and is expected to rise in costs exponentially in the next few 

years

• Emerging global markets are now currently in recession, partially due to decreased commodity pricing
• The dependency on commodity sales for emerging global markets pushes their need to diversify and have a more 

even spread of business sectors contributing to economic growth
• This shift is being reflected in companies’ deal mix; 20% more were doing cross-border integrations in recent 

years, which correlates with an increase in integration complexity

Demand for 
Technology

Data/
Cyber-Security

Shift in Global 
Economic 
Power

Climate 
Change/
Resource 
Scarcity

Rapid 
Urbanization

1

2

3

4

5
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Transaction lifecycle & 
associated risks
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Transaction Lifecycle

“Internal Audit functions could play a role in all phases of the lifecycle 
and the role will vary from transaction to transaction”

PRE-DEAL

POST-DEAL

8
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Transaction Phases and Risks

Management’s 
Areas of focus

• Guiding principles and governance 
structure

• Project management office & team 
structure

• Ownership of initiatives and 
resource prioritization

• Tools, technologies and templates
• Work plan development & progress 

reporting cadence
• Communications and change 

management strategy

• Execution of Work plan activities
• Cross-functional coordination 

and interdependency 
management

• Change management and 
communications to internal and 
external audiences (e.g., 
customers, suppliers, regulators)

• Business continuity (post deal 
close)

• Performance tracking, post-
mortem analysis, monitoring 
and reporting (including one-
time costs)

• Knowledge transfer, lessons 
learned and continuous 
improvement

Common risks

• Vague implementation plans 
• Lack of organizational alignment, 

cross-regional and cross-functional 
coordination 

• Inconsistent use of tools and 
processes 

• Lack of sponsorship from senior 
leadership

• Inadequate task and resource 
prioritization

• Incomplete functional workplans
and/or key activities missing from 
plans

• Lack of project management cadence

• Poor execution leading to 
business disruption

• Failure to implement lessons 
learned on future transactions

• Poor and untimely succession 
planning, employee attrition 
management and knowledge 
transfer

• Lack of employee buy-in and 
commitment

• Resistance to change and cultural 
misalignment

• Constraints on resource 
availability 

• Absent structure and 
commitment to 
track synergies, dis-synergies 
and stranded costs

• Ineffective resource 
management among integration 
projects and synergy workplans

• Unrealized synergies and 
increased costs of executing the 
integration

Post-Deal

Planning Execution Value capture & 
Performance management

Pre-Deal

9
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Other factors impacting risk profile of transactions
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Strategic

Operational & Other 

Financial

Compliance

• Changes in overall organizational mission or strategy 
• Changes in reputational profile from transaction
• Assimilation of new cultures or changes due to changing 

priorities
• Geopolitical impact  

• Expansion into new/unfamiliar/foreign territories
• New technologies, tools or processes or unfamiliarity with the 

new environment
• Changing workforce and skillsets
• Maturity of Control Environment

• Financing & deal structure 
• Complex accounting and reporting considerations (e.g. 

Purchase accounting, Fresh Start Accounting)
• Tax strategy & planning 

• Laws and regulations not previously applicable (e.g. FCPA, 
SOX)

• Availability of data and information to meet compliance 
obligations
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Impact on control environment
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Control Environment Impacts - People

Impact

Process/Control Owners may change 

People may not be familiar their roles and 
responsibilities

Process/Control Owners may not be aware 
of/be able to assess impact of control 
changes

Stakeholders may have multiple 
conflicting priorities and controls may be 
lower on that list

Cultural dynamics may change resulting in 
changes to Tone at the Top

IA keys to success

Good communication strategy at the 
onset of the project is critical

Regular touchpoints with various 
workstream leads and their teams – right 
level, frequency and messaging 
(executive versus detailed trackers)

Controls awareness and training sessions 
during various stages of the project

Adapting to changing culture by 
updating IA approach & communication 
style is key 
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Control Environment Impacts - Process
Impact

Location of process & control execution 
may change (centralized versus 
decentralized or vice versa)

Process steps, related policies & 
protocols may change (i.e. more 
formalized, adopt acquirer’s policies 
etc)

Processes may be impacted by changes 
in technology (discussed on next slide)

Multiple control environments may be 
in play/ going through harmonization

IA keys to success

IA should integrate their resources within 
the actual project team, as a supporting 
function to keep current on changes being 
contemplated and implemented as part of 
the Transaction/project

Risk assessment should be kept up to date 
and refreshed more often in order to 
identify unmitigated risks/flex limited IA 
resources based on risk profile

Controls documentation should be 
updated/refreshed as process design is 
updated

Controls testing strategy should be 
refreshed based on changing processes
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Control Environment Impacts - Technology
Impact

Key technology platforms may change 
or be upgraded 

New tools/technologies may be 
developed/implemented

Multiple similar platforms may exist 
creating inefficiencies or requiring 
additional review/testing

New third party providers may be 
introduced and IT General processes 
and controls may change

Organization’s technology architecture 
or footprint may change (move from ‘on 
premise’ to ‘cloud computing’)

IA keys to success

Evaluate system development lifecycle 
controls throughout project 
implementation – Agile auditing 
especially on agile projects

Update IT risk assessment, IT controls 
documentation as well as testing strategy

Understanding platform-specific 
considerations & update audit planning & 
review protocols

Assess sensitive access, segregation of 
duties and mitigating controls

Evaluate Business continuity and disaster 
recovery planning

Archival, record retention and 
decommissioning strategy should be 
assessed for appropriateness
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Internal Audit’s role in each 
phase of the transaction 
lifecycle
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IA internal considerations first

“IA functions will have to evaluate the impact of the Transaction to 
their own function & processes, prior to fulfilling their other 

obligations related to the project.”

Changes in 
stakeholders 
throughout 
the 
organization

Internal 
Audit budget 
changes

Changes to 
Internal 
Audit 
personnel 
and team 
makeup

Updated
Audit plan to 
reflect the 
new risk
profile

Alignment of 
Internal 
Audit 
working 
practices

Department 
education on 
future state 
organization

Managing 
resource 
allocation 
between M&A 
related effort 
and existing 
department 
priorities  

Prior to looking at IA’s role in each phase of the transaction lifecycle, it 
is important to acknowledge internal matters Internal Audit functions 
will need to consider:

16
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IA Involvement – Pre Deal
PRE-DEAL

IA may assist management team in identifying key risks related to the Transaction to 
inform their diligence processes.

IA could assess certain characteristics of the deal based on the nature of the transaction 
(e.g. Assess control environment of the target at high level and provide feedback to due 
diligence team etc.)

Internal Audit may also be asked to review plans for the post-close project management 
process
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IA Involvement – Post Deal

POST-DEAL

Establish 
internal 
control

environment

• Provide Day 1 risk and 
control considerations 
including business 
process and IT

• Understand specific risks 
around business 
considerations, purchase 
accounting and tax, mid-
month close and 
disclosures

• Conduct gap analysis 
between existing and 
future state internal 
controls environment

• Design, build, and test 
new and changed 
controls during 
implementation of 
future state

• Design and 
implement controls 
Center of Excellence

• Integrate controls 
with resistant 
Enterprise System 
implementations
and/or changes
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IA Involvement – Post Deal (cont.)

POST-DEAL
Create Day1 
SOX/ICFR

& 
Regulatory 
Compliance 

Financial 
Reporting

• Understand financial 
reporting complexities 
(including transition and 
master data sources) 
during deal lifecycle

• Design and implement 
Day 1 financial reporting

• Review business 
process requirements 
of the new structure

• Design and 
implement internal 
controls including
SOX & regulatory 
compliant activities

• Train financial 
reporting for 
sustained control 
expectations

• Baseline key SOX 
control activities

• Develop external 
audit comfort memo
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IA Involvement – Post Deal (cont.)

POST-DEAL

Enable 
audit and 

compliance 
process/
functions

• Plan audit and compliance 
involvement in the deal 
lifecycle

• Consider future-state of 
combined functions

• Execute audit and 
compliance activities 
across business 
process, IT, data, 
organizational 
change, deal PMO, 
etc.

• Develop future state 
audit compliance 
function (including an 
implementation plan)

• Optimize audit and 
compliance 
functions for risk 
resiliency

• Implement 
continuous controls 
monitoring/manage
d testing functions
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Common Pitfalls

• Not including risk and controls from the beginning

- Identifying and correcting control weaknesses after the process and 
systems are installed

• Not achieving right control mix

- Meshing existing control frameworks/reducing control count vs. 
transforming control environment

• Lack of healthy challenge of pre-existing processes and controls

- Focus on control reduction vs. process and control optimization

• Differences in risk and control philosophies, role of control 
performers/owners, management self-assessment and IA’s role

• Lack of adequate business involvement

• Timing of testing for different control environments

• Lack of consistent approach to controls (definition, implementation, 
execution and monitoring)
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SOX considerations

The SEC recognizes there can be challenges with including acquired
entities immediately within the scope of ICFR certifications and provides
for potential scope limitations.

The SEC, in SEC Frequently Asked Question  #3 “SEC FAQ #3,” indicates 
that while it expects the acquired entity to be included there may be 
instances where that's not possible. 

22

The SEC permits a company’s auditors to exclude a recently acquired 
business’ controls from the scope of its audit of the effectiveness of the 
acquiring company’s internal control over financial reporting if 
management excludes the controls from their assessment, but the 
auditor is not permitted to exclude the recently acquired business from 
the scope of the audit of the acquiring company’s financial statements.

Coordination with Independent Auditor is key as they may choose to 
opine on internal control over financial reporting anyway. 
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SOX considerations (cont.)

Period between the acquisition 
and year end

Any known material weaknesses at the 
acquired business must be disclosed 
even if management has excluded the 
acquired company from the scope.

Materiality of the acquired company

Current state of acquisition’s 
controls

The extent of change to the acquired 
business’ control environment

Post-close SOX 404 Approach

23
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SOX considerations (cont.)

Benefits Challenges

Defer 
opinion

• Allows company to focus efforts on 
other integration priorities

• Creates reduction in number of 
deadlines

• Business’ control design is 
implemented for long-term state and 
fully considers process and system 
integration

• Tracking separate instances of controls 
with varying nature, timing, and extent 
of controls between companies, but not 
having to test with variations in year 1

• External audit may choose to opine anyway, 
and/or lack of control reliance may increase 
fees for financial audit

• Could represent adverse signals to investors 
and to the SEC 

• Potential scope limitations from auditor

• Any identified material weaknesses must still 
be disclosed

Opine on 
controls

• Management and external auditor will 
most likely be aligned on approach

• Helps to drive integration deadlines 
and activities

• Added transparency to investors

• Ability to identify any unexpected 
alignment of control design or 
operating effectiveness 

• Limits Q4 integration activities, as not enough 
time is available to assess operating 
effectiveness of changes made late in the year

• Increased effort to review controls design and 
operating effectiveness by 12/31/18

• Controls will likely change over time given 
complexity of integration.  As a result, short-
term controls may need to be documented, 
resulting in additional administration in Year 1

24
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How can IA collaborate with other lines of defense

• Promote value to management of combined reporting on risk and control 
themes: setting out the facts, risks and implications

• Initiate co-working and workshops to jointly identify and assess 
deal/project-level risks and coordinate/initiate the use of “combined 
assurance” plans

• Independently evaluate the effectiveness of other assurance providers 
involved in the project

• Act as a navigator for the Audit Committee, improving its understanding 
of key risk areas related to the deal/project and how assurance is being 
obtained on management of the risks identified

• Upon understanding of the overall assurance profile, IA can then target 
its limited resources on providing coverage over any gaps in the risk 
profile through consulting or assurance reviews (pre or post, as discussed 
earlier)

25
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Contact Information
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Meghana Dholabhai
Director, Risk Assurance
Tel: 214-608-1152
dholabhai.meghana@pwc.com

Amanda Herron
Partner, Risk Assurance
Tel: 704-724-5708
amanda.c.herron@pwc.com

Zachary Pucheu
Director, Risk Assurance
Tel: 337- 831 0508
zachary.a.pucheu@pwc.com 
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