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1. Executive Summary
The goal of the current study is to evaluate the extent of bias in risk assessment and risk perception among internal
auditors. This study focused primarily on the bias (or risk perception) that auditors may have toward information
systems risks based on the auditor’s practicing specialty in the Dallas/Fort Worth (DFW) area. The members of the
Dallas Chapter of the IIA and the North Texas Chapter of ISACA were requested to complete a survey of 34
questions during the February and March 2008 time frame. A total of 314 responses were received, of which 70
(22%) were IT auditors with the remainder being non-IT auditors.
The results of the survey indicated that there was a common perception regarding IT risks between the IT auditor
and non-IT auditor groups. The IT auditor group and the non-IT auditor groups ( 31% and 29% respectively),
considered Information Technology to be the most pressing risk to their organizations. However, a difference in
assessment (or bias) was noted in related areas such as:


Perception of nature of controls: IT auditors indicated that their organizations had more manual controls
compared to the non-IT group, thereby possibly indicating the IT auditors’ inclination to find additional
opportunities for automation of controls.



Selection of risk mitigation factors: When presented with a set of IT and non-IT risk mitigation factors,
the IT auditors were more likely to select IT risk mitigation factors and non-IT auditors were more likely to
skip IT risk mitigation factors.



Awareness of effectiveness of risk assessment programs in addressing IT risks: The survey
responses indicated that a higher percentage of IT auditors were aware of the effectiveness of their
organization’s risk assessment programs in addressing IT risks compared to non-IT auditors.



Perception of effectiveness of risk assessment programs in addressing overall risks: The survey
responses indicated that at organizations where an annual risk assessment was performed, a higher
percentage of IT auditors had a negative perception on the overall effectiveness of the risk assessment in
addressing the enterprise wide risks compared to the non-IT auditor group, and a higher percentage of
non-IT auditors had a neutral perception on the effectiveness of risk assessments at their organizations (or
were unable to conclude) compared to the IT auditors.

The DFW area has a diverse mix of companies from varying industries, size and type of businesses. As an
opportunity for future study, if the same survey was conducted in a different city or geographic area that has a
predominant presence of one or a few specific industries, the results may indicate different risk perception
characteristics that are specific or related to the industry (or industries) characteristics that are predominant in that
area. For example, auditors in San Francisco may be expected to be more IT savvy (and hence more aware of IT
risks) compared to another city or geographic area that has a lower proportion or number of IT companies. Another
example is internal auditors in New York City may be expected to be more experienced with risk assessments due
to the presence of large corporations (and hence large internal audit departments and formal risk assessment
processes) compared to other cities with smaller or fewer number of large corporations. Overall, the study can be
extended to identify the aspects that induce bias and incorporate the relevant factors in the training of internal
auditors.
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2. Background
Proposed Goal of Research
The goal of the proposed study was to evaluate the extent of bias in risk assessment and risk perception among
internal auditors. The study focused primarily on the confirmation bias (or risk perception) that auditors may have
toward information systems and compliance-related risks based on the auditor’s practicing specialty, industry type,
size of the organization, confidence in their own organization’s risk assessment (if practiced) and other factors. The
research team consisted of the members of the research committee of the Dallas Chapter of the Institute of Internal
Auditors (IIA).
Confirmation bias is one of the key biases that an auditor (or the organization) may have that would influence the
risk assessment process and hence the overall risk management of an organization. Confirmation bias is defined
as “a tendency to search for or interpret new information in a way that confirms one's preconceptions and avoid
information and interpretations which contradict prior beliefs.” Risk perception is the subjective judgment that
people make about the characteristics and severity of a risk. The perception of risk varies greatly among different
individuals.
In an era of widespread information systems usage and compliance requirements, the auditors or organizations,
based on their confirmation bias or risk perception, may tend to place high (or low) emphasis on automated or
manual controls depending upon their background, industry, training, or experience. Current studies indicate that
1
automated controls are not leveraged to optimum levels in most organizations and organizations overall spend a
great deal of resources to meet compliance requirements.
The study focused on the member professionals of the Dallas Chapter of the IIA and North Texas Chapter of
ISACA (Information Systems Audit and Control Association). The DFW area has one of the most diverse
economies in the nation, reporting between 4 and 22 percent of the workforce in each of the major industrial
sectors excluding mining, which represents less than 1 percent. The DFW area also has one of the largest
2
concentrations of public and private companies in the US . Due to such a diverse industry spread and large
concentration of public and private companies in the DFW area, the population was considered suitable for such a
study.

Procedures
The initial hypothesis for the study was, “When IT internal auditors and non-IT internal auditors are asked the same
set of survey questions, their responses will be different based on their bias and risk perceptions.” The questions
were categorized into the following sections:
1. The auditor’s background (experience in the industry, specialty, size of the organization, etc.)
2. The auditor’s opinion regarding risk areas
3. The tools and management techniques the auditor’s organization employs for risk assessment and
management
4. Whether the auditor agrees with the risk assessment at his or her organization

1

(1) http://theiia.org/chapters/pubdocs/79/IIA_Auditing_Automated_Controls_final.pdf
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(2) http://www.cox.smu.edu/aboutcox/dallas/keybusinessfacts
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The research team noted the following opportunities for analysis:
•

Analysis of responses to questions from items ‘1’ and ‘2’ would indicate the risk perception (on an individual
basis)

•

A comparative analysis of responses from items ‘1’ and ‘3’ would indicate the risk management practice
extent among the industry types and organizations in the DFW area (risk perception among organizations)

•

Analysis of the responses from items ‘1’, ‘2’, and ‘4’ would indicate whether an individual auditor differs
(bias) in his or her opinion from the organization’s existing risk perception.

Research Timeline and Resources
The research team was organized at the beginning of September 2007. Various potential topics were socialized
and discussed until the proposal noted in the previous section was agreed upon. A formal proposal was presented
to the Board of Governors in October 2007, which included a budget breakdown. The proposal was approved and
the research team began to plan the approach and the survey as noted below.

The 3 key areas for completion of the Research Project are highlighted below.
Oct

Nov

Dec

Jan

Feb

Apr

Mar

1. Identify Topic
 Research Topics – Select
Topic
 Obtain Approval from
Board
 Communicate Survey to
Participants
2. Survey
 Identify Survey Methods
 Create Survey Questions
 Remind Participants at
Combined IIA / ISACA
meeting 1/10/08
 Disburse Survey on
2/6/08
 Close Survey on 3/15/08 Aggregate Results
3. Report
 Analyze Results
 Draft Report – Socialize
Findings with Key
Stakeholders
 Finalize Report
 Present during monthly IIA
luncheon - Hold drawing
for IPOD for early
participants

Send
Survey

=Milestone

.
Figure 1. Project Plan
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The research team decided to use a third party survey provider, Question Pro for collecting, processing and
housing the survey data. The associated costs of using the survey provider, along with a drawing prize were
reimbursed by the Dallas Chapter of the IIA in support of the Research Committee project.

Literature Survey
The following prior work was noted that was of interest to this study:
1. M.B. Welsh et al, in their study noted that despite domain familiarity, industry personnel exhibited strong
biases in their intuitive judgments, indicating that familiarity/expertise does not eliminate bias. They
conclude that such biases are likely to already be impacting on industry assessments of probabilistic
outcomes. The effect of previous risk training is also discussed, with the conclusion that, if risk training
does provide benefits, these are eroded over time and more regular training is needed to maintain the skills
taught in such courses.
2. J.J. McMillan and R.A.White in their 1993 study investigated how auditors' belief revisions and evidence
search are influenced by the frame of the hypothesis being tested and by confirmation bias and
professional skepticism (conservative bias). This study is distinguished from prior research in three main
ways. First, the effects of confirmation bias and professional skepticism on the complementary audit
functions of evidence evaluation and evidence search are examined jointly in the same experiment.
Second, unlike many studies that have examined belief revisions of auditors solely under an error frame
(Ashton and Ashton 1988, 1990; Tubbs et al. 1990), this study examines the judgments and behavior of
auditors operating with both environmental (non-error) and error-framed hypotheses. Third, the full effects
of confirmation bias and professional skepticism were enhanced by having the subjects establish their own
hypothesis frame and likelihood assessments, rather than respond to preset conditions. Confirmation bias
implies that auditors may seek to confirm their hypotheses and so may favor information that confirms
rather than refutes their initial assessments. This approach could lead to premature closure on a belief or
hypothesis. Professional skepticism implies that auditors focus more on error-related evidence. An
approach that is too conservative may lead to the performance of unnecessary audit procedures and
thereby reduce audit efficiency.
3. O’Donnell et al, in their study noted that many auditors use an audit methodology that requires a strategic
risk assessment of their client's business model as a first step for assessing audit risks. This study
examines whether the holistic perspective that auditors acquire in making a strategic risk assessment
influences the extent to which they adjust account-level risk assessments when they encounter changes in
accounts that are inconsistent with information about client operations. Based on halo theory from the
performance evaluation literature, they hypothesized that auditors who (1) perform (do not perform)
strategic assessment, and (2) develop favorable (unfavorable) strategic risk assessments, are less (more)
likely to adjust account-level risk assessments for inconsistent fluctuations. Data from two laboratory
experiments using experienced auditors support both hypotheses. Findings suggest that the halo effect
generated during strategic assessment influences judgment by altering auditor tolerance for inconsistent
fluctuations.

Overview of the Data Collected
The survey was available to the respondents for almost six weeks, from February 6, 2008 through March 15, 2008.
A total of 314 respondents out of approximately 1,700 targets participated in the survey.
Demographics and Survey Response
The research team used an online survey tool to send the survey to the Dallas Chapter of the IIA members and
made announcements to the North Texas Chapter of ISACA members in their monthly luncheon and posted the
survey on their web site.
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The survey was sent by email to the Dallas Chapter of the IIA members, the initial target consisted of 1662
participants. Additionally the survey was posted on ISACA-North Texas Chapter’s website and announced in their
monthly meeting. The response statistics are as shown below:
Table 1. Survey Metrics

Response Parameters

Results

Number of targeted responders

1662

Number of complete responses from IIA
members

281 (17%)

Bounced back and incomplete responses

209

Other anonymous responses through
ISACA-NTX web site

33

Total complete responses

314

Average time taken to complete the survey

9 minutes and 40 seconds

A high number of the responses were noted on the first day (143), followed by 52 responses when a reminder was
sent after the fifth day, and finally 40 responses were noted when the final reminder was sent five days before the
close of the survey. When answering questions specific to risk assessments, the respondents who belonged to
professional services firms (and other related companies) were asked to identify themselves with a representative
client they serve.

Figure-2 Response Collection Pattern

Industry Distribution
The survey included a specific question for identifying the industry in which respondents work. The respondents
were spread through all industry classifications, with Construction having the least at 2% and ‘Other Services’
having the highest at 21%.
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Figure 3 Respondents by Industry

Job Levels of the Respondents
While overall the respondents were spread evenly between management level (47%) and non-management levels
(47%), the Manager/Director (39%) level had the highest number of respondents.

Figure 4 Respondents by Job Level
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Respondents by Specialization:
The respondents were asked to specify whether they considered themselves as IT auditors or not. It was noted that
22% of the respondents considered themselves as IT auditors.

Figure 5 Respondents by Profession (IT Versus non-IT)

Percentage of IT and Non-IT Auditors by Industry:
The proportion of IT auditors was noted to be highest in the Professional and Business Services category and
lowest in the Construction industry.

Figure 6 Respondents by focus areas and industry
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Size of the companies and the internal audit departments:
The size of the internal audit department was noted to have a direct correlation to the size of the organization. The
larger the organization was, the larger the size of the internal audit department as shown in Table 2.
Table 2. Company Size versus Internal Audit Department Size

Company Size Versus
IA Department Size

Size of the company

Less than 1,000
1,000 to 10,000
10,000 to 50,000

Size of the Internal Audit department
Less
than 5

5 to 25

Total

75 to 150

Greater
Than 150

Total

29

13

1

29

50

8

5

9

101

7

38

24

4

6

79

9

10

7

3

29

1

7

21

15

18

62

66

117

64

31

36

314

50,000 to 100,000
Greater than
100,000

25 to 75

43

The pattern shown below was consistent with the expectation that larger organizations tend to have larger IA
departments.

Figure 6 Respondents by Company and IA Department Size
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The size of the internal audit department was also higher where the nature of operations was globalized
(geographic area of operations) as shown in Table 3 and Figure 7.
Table 3. Nature of Operations versus Internal Audit Department Size

Nature of
Operations Vs IA
Dept. Size

Size of the Internal Audit Department
Less
than 5

Nature of
Operations

Local
Regional
National
International
Total

5 to 25

25 to 75

75 to 150

Greater
Than 150

Total

22
10
17

14
13
32

2
4
23

4

1
1

38
28
77

17
66

58
117

35
64

27
31

34
36

171
314

Figure 7 Respondents by operations and IA department size
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In general a similar pattern of audit experience and non-audit experience was noted between both the IT and nonIT auditors who participated in the survey.
Table 4. Experience of Respondents

Auditor
type

Number of
Respondents

IT

70

Non-IT

244

IA
Experience
Response
0 to 1
1<3
3<7
7 < 15
15 <
0 to 1
1<3
3<7
7 < 15
15 <

Response

1
18
16
17
18
10
44
58
75
57

Other
Experience
0 to 1
1<3
3<7
7 < 15
15 <
0 to 1
1<3
3<7
7 < 15
15 <

Response

13
12
14
19
12
57
39
45
51
52

Based on the data analyzed, the majority of the respondents have three or more years of internal audit experience
and other experience.
Table 5. Position of the Respondents in their Organization

Auditor
type

Number of
Respondents

IT

70

non-IT*

244

IA Position Response
Staff
Senior/Supervisor
Mgr / Director
CAE / CIO / CISO
Staff
Senior/Supervisor
Mgr / Director
CAE / CIO / CISO

Response

Percentage

13
16
38
3
50
76
92
26

19%
23%
54%
4%
20%
31%
38%
11%

Based on the data analyzed, the majority of the IT auditor respondents were Manager and above. For non-IT
auditors, the level of respondents was evenly distributed between staff and senior versus manager and above.
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3. Detailed Observations
Risk Perception
As part of the survey, the respondents were asked to identify what in their opinion was the most pressing risk for
their organization. The survey provided a selection of four risk options and an open text “others” option. The list of
options included Technology, Regulation, Competition, Financial, and Others. The survey noted that the responses
were consistent between the IT auditors and non-IT auditors as noted below.
Table 6. Response to the Most Pressing Risk Facing the Organization

Auditor
type

Number of
Respondents

IT

70

non-IT

244

Response
Type
Technology
Regulation
Competition
Financial
Others
Technology
Regulation
Competition
Financial
Others

Response

Percentage

22
18
18
6
6
71
49
61
38
25

31%
26%
26%
9%
9%
29%
20%
25%
16%
10%

Perception of Nature of Controls
As part of the survey, the respondents were asked to identify what in their opinion was the nature of controls in their
organization. The list of options included “Mostly Automated”, “Mostly Manual” and “A mix of automated and
manual controls”. The survey noted that the response was consistent between the IT auditors and non-IT auditors
for automated controls; however, more IT auditors responded that the controls in their organization were mostly
manual compared to the non-IT auditors (29% vs 19%). It was also noted that a majority of both category of
auditors responded that their organization has a mix of automated and manual controls. The responses noted were
as follows:
Table 7. Response Regarding Nature of Controls

Auditor Type
Auditor
Number of
type
Respondents
IT

70

non-IT

244

Response- Most Pressing Risks
Response Response Percentage
Type
Automated
Manual
Mix
Automated
Manual
Mix

The Dallas Chapter of the Institute of Internal Auditors
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20
42
24
47
173

11%
29%
60%
10%
19%
71%
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Selection of Risk Mitigation Factors
As part of the survey, the respondents were asked to identify all applicable risk mitigation factors that, if adapted
within their organization would mitigate associated risks. The respondents were provided a selection of 14 risk
mitigation factors and an open text “others” option. The list of options included four specific IT-based risk mitigation
factors and 10 non-IT based risk mitigation factors. The survey noted that the percentage of non-IT auditors that did
not pick any IT-based risk (no IT mitigation factors selected) mitigation factors were almost three times the
percentage of IT auditors (9% versus 25%). The responses noted were as follows:
Table 8. Metrics on Nature of Risk Mitigating Factors Selected

Auditor
type

IT

non-IT

Number of
Respondents

70

244

Reponses
Type

Response

Percentage

64

91%

6

9%

184

75%

60

25%

IT factors
selected
No IT
factors
selected
IT factors
selected
No IT
factors
selected

It was also noted that 12 respondents (out of a total of 314 respondents) selected all four IT factors and all 12 of
those respondents (100%) were IT auditors. Three out of the same 12 respondents had also selected all the non-IT
options.
When presented with IT risk mitigation factors, the IT auditors selected a higher percentage of IT risk mitigation
factors compared to non-IT auditors. Non IT-Auditors selected an average of 1.43 out of 4 IT options (35%)
compared to 2.21 out of 4 IT options (55%) selected by IT auditors. A similar trend was noted, but with a lower
variance where non-IT auditors selected an average of 2.81 selections out of 10 non-IT options (28%), while IT
auditors selected 3.04 out of 10 non-IT options (30%).

Awareness of Effectiveness of Risk Assessment Programs in
Addressing IT Risks
As part of the survey the respondents were asked if the risk assessment programs at their organizations assessed
the Information System related risks appropriately. The results indicated that the IT auditors were more aware of
the effectiveness of the risk assessments at their organizations in addressing IT risks. Approximately 91% of the IT
auditors indicated whether the risks were assessed appropriately or not; compared to 68% of the non-IT auditors.
The proportion of non-IT auditors who indicated that they were unsure of the effectiveness of the risk assessments
at their organization in addressing IT risks was approximately four times than the responses of IT auditors. The
responses are noted in the table 9 on the next page.
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Table 9. Response Regarding IT Risks Being Assessed Appropriately

Auditor
type

IT

non-IT

Number of
Respondents

70

244

Reponses
Type

Response

Percentage

32

46%

32

46%

6

9%

98

40%

68

28%

78

32%

Assessed
Appropriately
Not assessed
Appropriately
Don’t Know
Assessed
Appropriately
Not assessed
Appropriately
Don’t Know

Upon further analysis based on the classification of IT and non-IT auditors by organization type as “Public listed”
and “non-Public listed”, it was noted that the proportion of IT auditors from the public listed companies who
indicated that the IT risks was assessed appropriately was more than their counterparts in the non-public listed
organizations. This possibly could be attributed to the compliance requirements such as the Sarbanes-Oxley Act of
2002 (“SOX”) for public listed companies.
Table 10. Comparison of Auditor's Responses from Public-listed and non-Public listed organizations

Auditor
Type

Number of
Respondents

Industry
Category
Response
Public

IT

43

70
Non Public

Public
Non-IT

Response

27

153

244
Non Public

91

Reponses
Type

Response

Percentage

Assessed
Appropriately
Not assessed
Appropriately

21

49%

19

44%

Don’t know

3

7%

Assessed
Appropriately
Not assessed
Appropriately
Don’t Know
Assessed
Appropriately
Not assessed
Appropriately

11

41%

13

48%

3

11%

66

43%

40

26%

Don’t know

47

31%

Assessed
Appropriately
Not assessed
Appropriately

32

35%

28

31%

Don’t know

31

34%
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Perception of Effectiveness of Risk Assessment Programs in
Addressing Overall Risks
The respondents were asked if their organization performs an annual risk assessment and if they were satisfied
with the effectiveness of the process in addressing business risks. It was noted that 77% (242 respondents) of the
total respondents indicated that their organization performed an annual risk assessment, of these respondents,
84% (204 respondents) indicated they perceive the process to be effective, 5% (11 respondents) as not being
effective and 11% (27 respondents) could not make a determination. A total of 34 responses were rejected from the
analysis due to conflicting responses provided.
Table 11. Perception on Effectiveness of Risk Assessment Programs

RA performed\Effective

Yes (Positive
perception)

No (Negative
perception)

Don’t
know

Totals

Yes

204

11

27

242

No

18*

5*

20

43

I don’t know

11*

0*

18

29

* indicates that the response was conflicting or could not be used in analysis.

Of the 204 respondents who indicated that an annual risk assessment is performed at their organizations and
perceived the risk assessment to be effective (positive perception on final effectiveness), 23% were IT auditors and
other 77% were non-IT auditors. This proportion matched the proportion IT auditors and non-IT auditors of the
overall population as illustrated in Figure 5 in Section 2, thereby indicating that there was no significant difference of
perception about effectiveness of risk assessment when auditors have a positive perception.

Respondents with Positive Perception

Non-IT Auditors
77%

IT Auditors
23%

Figure 7. Proportion of Respondents with Positive Perception
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Of the 11 respondents who indicated that an annual risk assessment is performed at their organizations and
perceived the risk assessment to be ineffective (negative perception on final effectiveness), 36% were IT auditors
while 64% were non-IT auditors.

Respondents with Negative Perception
Non-IT Auditors
64%
IT Auditors
36%

Figure 8. Proportion of Respondents with Negative Perception

Of the respondents who indicated that an annual risk assessment was performed at their organization and they
could not determine the overall effectiveness of the risk assessment process (neutral perception or their inability to
make a conclusion), it was noted that 89% (24 of 27 respondents) were non-IT auditors, and the remaining 11% (3
of the 27 respondents) were IT auditors. This trend possibly indicates that on an average the IT auditors are more
aware of the effectiveness (or have a definite perception of the outcome) of their organization’s risk assessment
compared to non-IT auditors.

Respondents Unable to Conclude

IT Auditors
11%
Non-IT Auditors
89%

Figure 9. Proportion of Respondents with Neutral Perceptions (or unable to conclude)
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