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Introduction
Due to the rapid increase in outsourcing and the requirements of the Sarbanes
Sarbanes-Oxley
Act (SOX),, controls over service organizations have become an increasing focus for
internal auditors.

The
he Global Technology Audit Guide (GTAG) No. 7 Information

Technology Outsourcing (IIA 2007), asserts that internal auditors are responsible for
assisting management in making intelligent and appropriate outsourcing decisions.
Additionally, because the outsourcing
outsourcing vendor's controls are a part of the client
organization's overall internal control structure, internal audit must work to mitigate risk
during the conversion as well as consider the vendor controls in their ongoing 404
control reviews. When the outsourcing vendor asks clients to place reliance on their
SAS 70 report over controls, the internal auditor must understand what assurances
such a report can and does provide, and to what extent they can rely on the work
performed by independent service provider's auditors.
Our goal in conducting this research was to ascertain internal auditors' views of
and experiences with the review of controls over outsourced processing.
processing The committee
limited the scope to the awareness of SAS 70 reports. Since information
tion technology is
typically a component of the services covered by a SAS 70 report,, we have included IT
internal auditors as well as general internal auditors in our survey. Finally, we have
sought input from independent auditors who may either audit the client organization or
provide the service of SAS 70 report preparation.
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The objectives and benefits of this research project are as follows:


The findings of this research are aimed at providing insight into the awareness
level among
ong internal auditors regarding SAS 70 reports and risk management in
general when business processes are outsourced to external organizations.



The research project could provide professional organizations
organizations, and the
profession in general, better awareness of SAS 70 reportss and ttrends in the
application of SAS70 reports by auditors (for both business process and IT
controls).



The project may help management improve training related to SAS 70
assessments and reporting. The results may also help IT and general internal
auditors communicate
municate more effectively on the risks that are relevant at the
outsourced organizations.



The research may foster better communication between the service organization
providing the SAS 70 report, the external auditors and the outsourcing
organization itself.

The future research prospects of the current study are:


Extend the research to a wider geographical area, based on the initial
assessment in the DFW area.



Extend aspects of the SAS 70 control environment to the existing governance
framework.



Further
her explore the expectation differential between SAS 70 report preparers and
SAS 70 report users.
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This report provides an introduction to SAS 70 standards and SAS 70 reporting,
an overview of the survey design, the survey participants’ profile, survey results and
finally the conclusions and implications of the current research project.

Outsourcing and Controls over Outsourcing Services
sourcing, particularly with regard to IT, has been increasing since the early 1970s
1970s.
Outsourcing,
Along with providing controls over the outsourced operations, outsourcing vendors also
find a need to demonstrate those controls to their outsourcing clients. In demonstrating
their controls, outsourcing vendors were regularly inconvenienced by visits by visits
from each of their clients,, who individually conducted periodic audits of the vendors’
controls at each of the vendors separate locations.
locations The solution to the inconvenience
and cost of these multiple audits was to contract for one audit, paid for by the
outsourcing vendor, with results that could be used by all clients (Leffall 2006).

Statement on Auditing Standards (SAS) No. 70 Overview
Statement on Auditing Standards (SAS) No. 70, Service Organizations, is a widely
recognized auditing standard developed by the American Institute of Certified Public
Accountants (AICPA). A service auditor's examination performed in accordance with
SAS No. 70 ("SAS 70 Audit") is widely accepted, as it provides an attestation that a
service organization has been through an in-depth
in depth audit of their control objectives and
control activities, which often include controls over information technology and related
processes. In addition, the requirements of Section 404 of the Sarbanes
Sarbanes-Oxley Act of
2002 make SAS 70 audit reports even more important to the process of reporting on the
effectiveness of internal control over financial reporting. In today's global econom
economy,
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service organizations or service providers must demonstrate that they have adequate
controls and safeguards when they host or process data belonging to their customers.
SAS No. 70 provides guidance to enable an independent auditor ("service
auditor") to issue an opinion on a service organization's description of controls through a
Service Auditor's Report (see below). SAS No.70 does not specify a pre--determined set
of control objectives or control activities that service organizations must achieve.
Service
ervice auditors are required to follow the AICPA's standards for fieldwork, quality
control, and reporting. A SAS 70 Audit is not a "checklist" audit.
SAS No. 70 is generally applicable when an independent auditor ("user auditor")
is planning the financial
al statement audit of an entity ("user organization") that obtains
services from another organization ("service organization"). Service organizations that
impact a user organization's system of internal controls could be application service
providers, bankk trust departments, claims processing centers, data centers, third party
administrators, or other data processing service bureaus.
In an audit of a user organization's financial statements, the user auditor obtains
an understanding of the entity's internal
internal control sufficient to plan the audit as required in
SAS No. 78,, Consideration of Internal Control in a Financial Statement Audit.
Identifying and evaluating relevant controls is generally an important step in the user
auditor's overall approach. If a service organization provides transaction processing,
data hosting, IT infrastructure or other data processing services to the user
organization, the user auditor may need to gain an understanding of the controls at the
service organization in order to properly
properly plan the audit and evaluate control risk.
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The SAS 70 Report
The report issued by external auditors performing a SAS 70 audit on behalf of their
clients is usually entitled "Service Auditor's Report," but is generally referred to as a
SAS 70 report. Although this standard exists to guide the creation and use of the SAS
70 report, it is important for internal auditors to recognize that the standard does not
include a pre-determined
determined set of control objectives or activities for service organizations
to achieve
hieve or audit procedures for SAS 70 auditors to perform. Service organizations
are permitted to disclose their control objectives and activities in any manner that is
deemed to be appropriate. However, for a SAS 70 audit engagement to be of maximum
benefitt to the user organizations (i.e. customers) and their auditors, the service
organization should disclose their controls in a manner that satisfies the user auditor’s
requirements. Typically, the service organization issues a SAS 70 with sufficient details
to satisfy all of the information needs (both audit and non-audit) of the Client. In cases
where there are a limited number of clients, the service organization may work with the
clients upfront to determine the scope of the SAS 70 report. As the service provider
grows in size, it becomes more difficult (and perhaps less a priority) for the service
organization to tailor its SAS 70 report to meet the needs of any particular client
organization (IIA 2007).
The SAS 70 report can take one of two forms:
forms


Type I Report: In a Type I report, the service organization's auditor expresses an
opinion on whether the service organization's description of its controls fairly
represents the relevant aspects of the service organization's controls and
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whether the controls were
were suitably designed to achieve specified control
objectives.


Type II Report: The Type II report addresses the same items noted above in a
Type I report, and in addition tests results on the operating effectiveness of
identified key controls to determine ifi those controls operated
d with sufficient
effectiveness to provide reasonable assurance that the control objectives were
achieved during the period specified.
The advantage of the Type II report is that the service organization
organization's clients can

use the report in place of an audit that they would otherwise have to perform on the
vendor themselves or to satisfy a non-audit
non audit requirement such as governance activities
at the outsourced vendor location.
location Indeed, SOX 404 compliance requires a Type II
report. In addition Type II reports often contain a section on “User Controls
Consideration” or “Client Controls Considerations”, where the Service Auditor
recommends a set of controls that are required to be tested by the Client auditors or the
areas that are not adequately covered by the SAS 70 report, as the controls may be
functioning outside of the service organizations. Typical controls would include controls
over accuracy and validity of input data entered by the client or higher level monitoring
controls executed by the client.
Under Section
n 404 of the Sarbanes-Oxley
Sarbanes Oxley Act of 2002 (also known as SOX),
public companies are required to document their internal controls over processes that
contribute in any material way to their financials. As a part of this review, they must
audit the internal controls
ntrols of their external outsourced vendors who perform financial
data processing or obtain from the vendor a SAS 70 Type II report that provides
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certification by an independent auditor that all of the outsourced vendor's relevant
internal controls are in place, operational and tested. The approach is generally
considered preferable to all parties since it meets SOX requirements without burdening
the service provider with the hassle and cost of conducting multiple vendor audits
(Shuran 2006). One concern with
with regard to this option is that companies must
understand the report, particularly the differences in the two possible forms of the report
(Type I versus Type II). The scope of the SAS 70 also deserves scrutiny. The report
may be simply a certification of the data center environment of the vendor, or it may
address the entirety of the outsourcing service being provided (Shutan 2006). It does
appear that more outsourcers are requiring SAS 70 Type II reports in their request
request-forproposals (RFP) (Shutan 2006).
2006)
The advantage of a SAS 70 report to the outsource vendor is that it may
differentiate the service organization from its competitors by demonstrating the
establishment of effective control activities and also ensure that the audit of controls are
performed
d only once at the service organization, thereby reducing the overall audit cost
and disruption of services due to audit activities. It also eliminates the need for each
client's auditor to conduct their own audit of the vendor's control environment
environment, which can
place a strain on the service organization's resources. This process may also result in
the identification of opportunities for improvements in transaction processing or related
controls at the service organization.
organization
The Service Auditor's Report also provides significant benefits to the user
organization (the outsourcer), including the receipt of valuable information regarding the
service organization's controls and the effectiveness of those controls, and an
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independent assessment of whether the controls
controls were placed in operation, suitably
designed, and operating effectively. The user organization is also saved the cost of the
portion of the audit covered by the SAS 70 report. The GTAG guide on outsourcing (IIA
2007) states that itt is important that internal auditors understand the outsourcing context
and help their organizations with a comprehensive review of its outsourcing operations
operations,
including evaluation of its compliance with applicable laws and regulations. Key issues
that internal auditors should consider include:
a)

How to choose the right outsourcing vendor?

b)

What are the best ways to manage outsourcing contract agreements?

c)

What are the main outsourcing risks and how to mitigate them?

d)

What are the key outsourcing control considerations from the standing points of
both client operations and service provider operations?
In regard to the use of the SAS 70 report, Leffall (2006)) recommends that

auditors be particularly vigilant to determine
determine the scope of activities and controls
addressed by the report. "For
For instance, at a company like Vengroff, Williams &
Associates, a service group that handles receivables processing for its clients, a SAS
70 would only cover business-process
business
controls pertinent
nent to the revenue cycle. It
wouldn't necessarily cover other areas, like IT, as extensively as a client and its auditor
might think." Leffall (2006,).. Indeed, Shutan (2006) asserts that assurances around
information security cannot be provided by a SAS 70 audit. Further, the service auditor
makes one overall evaluation rather than expounding on the environment control by
control. Thus, it may be difficult for the internal auditor to determine the actual scope of
assurances provided by the report.
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Survey Design
The GTAG #7 document identifies key considerations of the internal audit function
within the context of IT outsourcing and proposes a set of questions to be asked during
audits of IT outsourcing activities. Based on the recommendations in this guidance1, as
well as the concerns discussed above, we designed a study to identify perceptions of
the SAS 70 report and to elicit respondent’s awareness of typical internal audit activities
addressing outsourcing vendors and their SAS 70 reports. Our comm
committee was
comprised of a wide range of experiences and backgrounds, from internal audit to
external audit/consulting to academia. The following is the timeline we developed at the
beginning of our project.

1

Although this document specifically addresses Information Technology outsourcing, we feel the issues it
raises and suggestions made regarding the SAS 70 report apply equally well to other outsourced
activities.
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Participants’ Profile
The research committee solicited members of the Dallas and Ft. Worth chapters of IIA
and the North Texas Chapter of ISACA to complete our survey. A drawing for g
gift cards
was offered to increase participation. We communicated our invitation to participate via
member announcements during monthly luncheons,
luncheon
email and organizational
newsletters, beginning in January 2009.
We first asked the respondents to classify themselves by identifying their primary
job responsibilities. While a majority of the respondents
espondents were internal audito
auditors, we had a
wide mixture of participation. Exhibit 1 below depicts this variety. Those who classified
as "other" were primarily from other functional areas within outsourcing organizations,
such as finance and corporate accounting, purchasing and information
ion technolog
technology.
Exhibit 1: Respondent’s Job Profile

Respondant's Job Profile
11%

IT Internal Audtor

15%
Non-IT Internal Auditor

11%
2%

External Financial Auditor
Professional Services/ Consulting Firm
Consultants

61%

Others

Job levels of respondents also varied, with the majority of participants at either manager
or supervisor levels. These are depicted in Exhibit 2 in the following page
page.
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Exhibit 2: Respondent’s by Job Level

Respondants by Job Level
9%

3% 6%
Executive
19%

Director/Vice President
Manager
Lead/Supervisor

32%

Staff
Other

31%

Respondents' experience is depicted in Exhibit 3 below. The majority had experience in
internal audit.

Exhibit 3: Experience Level of Respondents
Number of
Respondents

Mean
Experience

IT Internal Auditor

26

3.283

40%

0.0 32.0

Non-IT Internal auditor

108

7.415

80%

0.0 38.0

External Financial
Auditor

3

1.318

31%

0.0 28.0

Professional Services /
Consulting Firm Auditor

19

1.381

23%

0.0 28.0

Non-audit Function

20

4.554

52%

0.0 32.0

Job Classification

% with some
Experience Min

Max

Eight-four
four percent of our participants were certified; the most frequent
certifications were 43% CIAs, 39%
39 CPAs, and 32% CISAs as shown in the Exhibit 4.
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Since CIA, CISA and CPA are certifications that are relevant for internal auditors and
are related to SAS 70 reports, the research committee considered the professionals
with one of these certifications to be “technically qualified”.
qualified” Of the total population, 77%
were noted to have at least one of the relevant certifications- CPA, CIA or CISA.
Exhibit 4: Percentage of Respondents with Certifications

Percentage of Respondents with
Certifications
45%
40%
35%
30%
25%
20%
15%
10%
5%
0%
CPA

CIA

CISA

CISSP

Others

The majority of our respondents are employed by large organizations, with 80%
reporting that their organization
organizat
employs more than 1,000 and 46% working for
organizations employing greater than 10,000 people. Similarly, 78% work for
organizations that are national or international in scope.
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Results
General SAS 70 knowledge
We began by asking the participants how familiar they are with SAS 70 reporting
requirements in general. The majority of respondents (80%) felt they possessed some
to moderate levels of familiarity with SAS 70 reports, with 9% considering themselves
experts and 11% having no knowledge of the reports and their requirements. Less than
3% were sure they had received
received no training, formal or informal, in performing or
reviewing SAS 70 reports, but a large percentage were unsure (64%)
(64%). A majority of
respondents (52%) believed there is not adequate guidance provided by regulators in
the evaluation of SAS 70 reports. Means
eans for these perceptions are presented in Exhibit
4 by job classification.

Exhibit 5:
5 Averages of Perceptions by Field
Adequate
Aware of
Familiar
Training Guidance Type I versus
with SAS 70 with SAS 70 on SAS 70
Type II

Job Classification
Internal audit - IT

2.69

2.27

2.27

1.19

2.34

2.31

2.02

1.81

External financial audit

1.67

2.67

2.00

2.33

Professional services /
Consulting firm auditor

2.96

2.05

1.95

1.42

Non-audit function

2.30

2.40

2.25

1.53

1=yes
1=yes
2=unsure 2=unsure
3=no
3=no

1=yes
2=unsure
3=no

Internal audit - non-IT
2

Scale:

1=none
2.5=median
4=expert

In the previous section, we discussed the differences between Type I and Type II
reports. An understanding of these differences is particularly important to those who
2

Only 3 of our 176 respondents were external
external financial auditors. Thus, these responses should not be
considered representative of the external financial audit profession as a whole.
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seek to rely on the reports for SOX 404 compliance purposes. When asked if they were
aware of the difference between the two types of reports, the majority (63%) responded
that they were aware of the differences.
Organizational Experience with Outsourcing and SAS 70
Twenty-four
four percent of the respondents' organizations do not outsource and 14% were
unsure3. Sixty-eight percent of the respondents indicated that their organizations require
SAS 70 reports for outsourcing,
outsourcing 22% were unsure if the reports are required by their
organizations,, and almost 10% of respondents were sure their organizations do not
require SAS 70 reports from outsourcing vendors.
vendors. Of those who believe their
organizations require SAS 70 reports, 57% believe the reports are contractually
required on a periodic basis,, and 37% were unsure.
unsure The majority of required SAS 70
reports are due annually (82%), with the remainder equally spread between more
frequent and less frequent. The most frequently cited (63%) primary purpose for
obtaining a SAS 70 report was
was for review of internal controls over financial reporting.
Other common purposes included review for compliance with regulatory requirements
(15%), consideration in the internal audit risk assessment (12%), and general
governance (9%).
Of those
hose who do outsource, only 7% were sure their organizations had not
established a "right-to-audit"
audit" clause with the service organization. Of those who were
sure they did have such a clause, 60% could invoke the right if they were dissatisfied

3

For this portion of the survey, we asked those who work for professional services or consulting firms to
answer from
m the perspective of their largest outsourcing client. These individuals are excluded from this
statistic, but included in the remaining statistics in this section. Those whose organizations do not
outsource are excluded from questions regarding their organizations'
organizations' policies toward SAS 70 and
outsourcing vendors.
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with the SAS 70 report and 33% were unsure of the circumstances under which their
organization could invoke the right-to-audit.
right
Application of SAS 70 Reports by Auditors
Of those whose organizations receiving
receiv
a SAS 70 report, 40% do not evaluate the
competency of the service auditor (preparer of the SAS 70 report) when they review the
SAS 70 report and 22%
% were unsure if this is done. Exhibit 5 lists the actions taken
when evaluating the competency of service auditors and frequency that method was
cited.
Exhibit 6: Actions Taken to
Determine Competency of Service Auditor
Action

Frequency
Cited

Review background of firm for its size

36%

Visit the website to determine if firm has adequate skill-set
skill

14%

Request the qualifications of the service auditors

18%

Request an interview with the service auditor

12%

Attempt to re-perform
perform a portion of the controls tested

10%

Indirectly assess competency of auditor by the quality of the
controls

<1%

The matching of outsourcer control objectives to those of the vendor control objectives
is considered an important step in evaluating the SAS 70 report itself. Exhibit 6 lists
responses when asked if a review was performed to determine if control objectives in
the SAS 70 cover the requirements of the business as well as the
the applicable laws and
regulations
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Those who did review the scope of control objectives were asked about possible actions
taken in instances of inadequate coverage.
Exhibit 7:: Determine if Control Objectives Cover Requirements
Action

Frequency
Cited

No, I think further review is unnecessary

6%

No, I think SAS 70ss usually cover all possible controls

4%

Yes, I evaluate whether cover business requirements, laws
and regulations

19%

Yes, I evaluate whether cover business requirements, laws
and regulations based on established framework

24%

Not sure

19%

Do not evaluate

29%

User controls considerations are the controls that should be in place at the client
side for the controls within SAS 70 to be considered fully operational. When asked if
the User Control Considerations from the SAS 70 report have been implemented, 21
21%
responded yes,, 22% responded no and 54% were not sure.
Another important consideration in the review of a SAS 70 report is the
evaluation of the report's scope. Sixteen percent of those who receive SAS 70 reports
responded that their organization does not review scope of SAS 70s and 19% were
unsure. In contrast, 38%
% verify scope for the location where their processing is done
and 26%
% also check to confirm that their
their organization's servers are included as part of
the sample tested in preparation of the SAS 70 report. It is also important to consider
whether the time frame of the SAS 70 report meets the outsourcing organization's
requirements. Twenty-three
three percent of respondents who receive SAS 70 reports make
sure at least a part of the report period falls during their fiscal year and 70
70% make sure
The Dallas Chapter of the Institute of Internal Auditors
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a significant period of the report falls within
with their current fiscal year. In instances where
the time coverage is nott adequate, 60% would request a roll-forward
forward assertion from the
service provider, 19%
% would perform additional tests directly and 6%
% would take no
further action.
The next step in the review of SAS 70 reports might be checking for sufficient
detail in the testing performed for purposes of issuing the SAS 70 report. Respondents
who receive SAS 70 reports identify the following activities and frequencies:

Exhibit 8:: Check SAS 70 for Sufficient Detail in Testing
Action

Frequency
Cited

Yes, I look to see if the auditor confirmed existence or
working of the control

39%

Yes, I look to see if the auditor examined
examine a sufficient
sample based on the frequency of the control

36%

Yes, I look to see if the auditor thoroughly checked the
operational effectiveness of the control
No

4%
21%

One risk often hidden in outsourcing arrangements
arrangement is the sub
sub-contracting of
services to other third-party
party vendors. Only 27%
% of those whose organizations outsource
significant processes report evaluating sub-contracting
sub
at their service organizations
organizations,
while 36% were unsure and 37% do not evaluate sub-contracting.
sub
. Of those who do
evaluate sub-contracting,
contracting, the activities and frequencies include:
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Exhibit 9:: Activities Involved with Reviewing Subcontractors
Action

Frequency
Cited

Review the controls tested in the SAS 70 Report

28%

Review management's representation / Business Associate
Agreement

28%

Review the reputation, location, legal and control
environment of the subcontractor

21%

Have not encountered, so do not know

18%

Overall Satisfaction with SAS 70 Reports
Finally, respondents were asked if they are satisfied that the SAS 70 report effectively
reflects the control environment at their service providers.. Responses and frequencies
were as follows:
Exhibit 10:: Overall Satisfaction with the SAS 70 Report
Response
Yes

Frequency
Cited
54%

No, I prefer the service auditor to include additional control
objectives

7%

No, I prefer the service auditor to include additional control
objectives and detailed testing

15%

No, I prefer to perform independent testing directly at the
service provider's organization

11%

Unsure

13%
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Statistical Analyses
The responses provided were analyzed for statistical significance, where appropriate.
First, we explored whether answers
answer to judgment-based questions varied depending
upon job category of the respondent.
respondent Familiarity with SAS 70 reports, awareness of the
difference between Type I and Type II reports, and satisfaction with SAS 70 reports
differed significantly by job category. The individual's level in the organization is
significantly related to some perceptions, such that higher levels were more familiar with
SAS 70 reports, more likely to have training in SAS 70 reports, and were more
knowledgeable of the difference between types of reports.

See Table 1, in the

Appendix, for the correlation statistics.
Training in the preparation and use of SAS 70 reports was significantly correlated
with several perceptions, including greater familiarity with SAS 70 reports, awareness of
the
e differences between report types, organizational outsourcing, whether a SAS 70
report is required by the respondent’s organization and whether there are contractual
obligations established for SAS 70 reports.. Greater training also increased the
understanding
ding of whether the organization practices particular audit procedures such as
evaluating the competency of the service auditor and checking for sufficient detail in
testing for the report, as well as general satisfaction with SAS 70 reports. See Table 2
for the correlation statistics.
Next, we explored whether answers to both judgment-based
judgment based questions and audit
auditrelated questions varied depending upon organizational characteristics, such as size
and scope (international, national, regional, etc) of the organization. Whether the
organization outsources was positively related to size, but other judgments and audit
audit-
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based issues were not. Organizations with wider scope were significantly more likely to
require SAS 70 reports and impose "right-to-audit" clauses in their outsourcing
agreements, and
nd these participants generally expressed greater satisfaction with SAS
70 reports. See Table 3 for these correlation statistics.

Conclusions and Implications
Outsourcing has become a familiar aspect of conducting business in this increasingly
global business economy. The risks of outsourcing, however, can be significant. Our
goal in conducting this research was to assess the perceptions of auditors and others
regarding controls outsourcing and SAS 70 reports that support outsourcing
relationships, as well as to determine what activities outsourcing organizations engage
in to mitigate potential risk.
Overall, based on the responses, it appears that there is not sufficient
sufficient awareness
regarding SAS 70 reports and their use. Some of the specific observations are:


80% of the respondents indicated that they were at least somewhat familiar with
SAS 70 reports and 77% were holders of at-least
at least one of the relevant
certifications
tions (CPA, CIA or CISA), however only 63% responded that they can
differentiate between Type-I
Type and Type-II
II reports. Of the total respondents, 14%
were not sure if their organization outsourced any significant business processes.



The main purpose of using a SAS 70 appears to be for financial reporting
purposes. A majority of the respondents cited internal controls over financial
reporting to be the main purpose (63%). Other common purposes included
review for compliance with regulatory requirements (15%), consideration in the
internal audit risk assessment (12%), and general governance (9%).
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A majority of the respondents (74%) were either not sure or confirmed that the
user controls considerations were not specifically implemented at their
organization.



35% of the respondents indicated that either they were not sure or their
organization does not specifically confirm that the SAS 70 used covers the
appropriate scope and purpose of their audit. However, a majority of the
respondents (70%) indicated that they check to see if the SAS 70 time period is
appropriate.



Only 27% of the respondents indicated that they specifically evaluate the sub
subcontracted entities through the information provided in the SAS 70 report.



A significant proportion of the respondents indicated that the qualifications of the
service auditor are not evaluated by them (40%) and 22% were ‘not sure’ of this
procedure.



A significant proportion of the respondents (33%) indicated that they were not
sure if they could invoke the right to audit clause.

Based on statistical analysis of the responses,
responses, the following pattern was observed
observed

Where the level of respondents was higher, there was a strong correlation with
SAS 70 familiarity; however the correlation in SAS 70 training and in
understanding the
he difference between the SAS 70 types was relatively less
related to the respondents’ levels.



The correlation between training and familiarity was noted to be high. Similarly a
strong correlation was noted between training and User Controls Consideration
evaluation and overall satisfaction with the SAS 70 report.
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The overall satisfaction with SAS 70 showed a higher level of correlation with the
respondent’s training.



A strong correlation was noted when the organization outsources, a SAS 70 is
contractually required, and a “right-to-audit”
“right
audit” clause has been established.

Please see Appendix-II for the correlation tables and Appendix-II
Appendix II for interpretation of
correlation coefficients.
Larger
arger organizations are more likely to outsource and organizations with greater
scope appear to have greater contractual control over outsourcing vendors, such as
requiring SAS 70 reports and imposing "right-to-audit"
"right
audit" clauses in their contractual
agreements. The respondents in these organizations also expressed greater
satisfaction with SAS 70 reports in general. Thus, it appears that those in larger
organizations may have more power in their outsourcing arrangements, resulting in
greater satisfaction with the process in general.
Training in SAS 70 appears to have a significant impact
impact on many of the
perceptions assessed in this survey. Greater training appears to increase knowledge of
various aspects of the SAS 70 report, awareness of their organization's policies
regarding audit issues surrounding the review of SAS 70 reports, as wel
well as general
satisfaction with SAS 70 reports.
Finally, some general observations can be made based on the trends in
responses for the survey.. First, a significant portion of our respondents answe
answered
"unsure" or "do not know" for many of the issues we raised and questions we asked.
This suggests a need for increased education in outsourcing and SAS 70 reports,
particularly regarding risks and controls for such arrangements. Second, many of the
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audit steps available to mitigate risks
risks related to outsourcing are not practiced, or at the
least our respondents do not believe they are practiced. Again, training in SAS 70
reports could help to ensure that audit departments implement more stringent audit
standards over outsourcing relationships.
relations
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Appendix I Statistical Tables

Table 1 – Correlation Table for level, familiarity and training
Understand
Difference
Familiar with Training in Between SAS 70
SAS 70
SAS 70
Types

Level
Level

1.000

Familiar with SAS 70

.329 **

1.000

Training in SAS 70

.151

*

.503 **

1.000

Understand Difference
Between SAS 70
Types

.177 *

.506 **

.325 **

* Correlation is significant at the 0.05 level (2-tailed).
** Correlation is significant at the 0.01 level (2-tailed).

1.000

Table 2 – Correlations between the auditor’s background and effectiveness factors in using
SAS 70 reports
Understand

SAS 70 is

Familiar

Difference in

Required by

SAS 70 is

Competency

Evaluate

Evaluate

Satisfied

Training

with SAS

SAS 70

Organization

your

Contractually

of SAS 70

Scope of

User

with SAS

in SAS 70

70

Types

Outsources

Organization

Required

Auditor

SAS 70

Controls

70 Report

Training in SAS
70

1.000

Familiar with
SAS 70

.503

**

Understand
Difference in
SAS 70 Types

.325

**

Organization
Outsources

.128

1.000
.506

**

.101

1.000
.174

*

1.000

SAS 70 is
Required by your
Organization

.156

*

.257

**

.300

**

.355

**

SAS 70 is
Contractually
Required

.177

*

.300

**

.279

**

.252

**

Evaluate
Competency of
SAS 70 Auditor
Evaluate Scope

*

.050
.179

*

Evaluate

.081*

.394

*

*

.037

.031

**

.417 **

.288 **

1.000
.573

**

*

.228

**

1.000

**

.357

**

.172

.117
.456

1.000

*

1.000

Evaluate User
Controls

.329 **

.315 **

.238 **

.076

.173 *

.166 *

.162 *

.222 **

1.000

Satisfied with
SAS 70 Report

.261**

.324**

.207 **

.019

.309 **

.206 **

.035 **

303 **

.278 **

*. Correlation is significant at the 0.05 level (2-tailed).
**. Correlation is significant at the 0.01 level (2-tailed).

1.000

Table 3 – Correlation Table for organizational factors
SAS 70 is
Required by Organization
Organization Scope of
Size
Organization
Size
Scope of
Operations
Organization
Outsources

Organization

your

SAS 70 is

Satisfied with

has "right-to- Contractually

Operations Outsources Organization audit" Clause

Required

SAS 70
Report

1.000
**

1.000

*

.071

1.000

.050

.144

.355

**

**

.262

**

.472

**

.053

.034

.252

**

.573

**

.003

.146

.019

.309

**

.204
.176

SAS 70 is
Required by
Your

1.000

Organization
Organization
Has "right-to-

.106

.204

1.000

audit" Clause
SAS 70 is
Contractually

.428

**

1.000

Required
Satisfied with
SAS 70 Report

.173

*

.206

**

1.000

**. Correlation is significant at the 0.01 level (2-tailed).
(2
*. Correlation is significant at the 0.05 level (2-tailed).
(2
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Appendix II Interpreting Correlation Coefficients
In probability theory and statistics,
statistics, correlation (often measured as a correlation
coefficient) indicates the strength and direction of a linear relationship between two
random variables.. That is in contrast with the usage of the term in colloquial speech,
denoting any relationship, not necessarily linear. In general statistical usage, correlation
or co-relation
relation refers to the departure of two random variables from independence.
Several authors have offered guidelines for the interpretation of a correlation coefficient.
Cohen (1988) has observed, however, that all such criteria are in some ways arbitrary
and should not be observed too strictly.
strictly. This is because the interpretation of a
correlation coefficient depends on the context and purposes. A correlation of 0.9 may be
very low if one is verifying a physical law using high-quality
high quality instruments, but may be
regarded as very high in the social
social sciences where there may be a greater contribution
from complicating factors.
Along this vein, it is important to remember that "large" and "small" should not be
taken as synonyms for "good" and "bad" in terms of determining that a correlation is of a
certain size. For example, a correlation of 1.0 or −1.0 indicates that the two variables
analyzed are equivalent modulo scaling. Scientifically, this more frequently indicates a
trivial result than a profound one. For example, consider discovering a corre
correlation of 1.0
between how many feet tall a group of people are and the number of inches from the
bottom of their feet to the top of their heads. This would be a trivial observation as both
factors are expected to be highly correlated.
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