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At Weaver, there are no “one-size-fits-all” solutions. We combine leading technical
knowledge with specific industry experience to provide highly customized services tailored
to private, public and public-sector clients alike.
Financial services
Private equity
Financial institutions
Oil and gas
Technology
Healthcare
Manufacturing and
distribution
Oilfield services
Renewable energy
Construction and real
estate
Government
Higher education
Nonprofits

Advisory Services








Risk advisory services
IT advisory services
Financial institutions consulting
Transaction advisory services
Energy compliance services
Forensic and litigation services

Assurance Services
►
►

►
►
►
►

Audit, review and compilation
Agreed-upon procedures
Employee benefit plan audit
SOC reporting
Attestation services
IFRS assessment and conversion

Tax Services
►
►
►
►

Federal tax
State and local tax
International tax
Wealth strategies
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What is the BSA and how does
this apply to a fraud program?

Fraud and Money Laundering
 High correlation between fraud
and money laundering activities
 Basic understanding of the BSA
can significantly help with fraud
prevention, detection and
investigation
 Fraud alerts and BSA/AML alerts
may not be the same
 Trend in large financial institutions
is to have the fraud departments
and BSA/AML departments work
more closely together
5

Bank Secrecy Act
The Currency and Foreign Transactions
Reporting Act of 1970 (aka, the "Bank
Secrecy Act“ (“BSA) or “Act”) requires:
 U.S. financial institutions to detect/prevent
money laundering.
 Maintain records for cash purchases of
negotiable instruments
 File reports of cash transactions exceeding
$10,000 (daily aggregate amount)
 Report suspicious activity: money
laundering, tax evasion, or other criminal
activities.
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How Banks Comply with BSA
Five Pillars of an AML Program
AML
Compliance
Officer

Training

System of
Internal
Control

Independent
Testing

Customer Due
Diligence

BSA/AML risk assessment drives exposure areas
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Fraud or Suspicious Activity
Identified – Now What?
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Various Types of Suspicious
Activity
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Types of Suspicious Activity
 Cyber activities
 Gaming
 Identification documentation
 Insurance
 Money laundering
 Mortgage fraud
 Securities, futures, options
 Structuring

 Terrorist financing
 General fraud (all types)
 Other – (marijuana)
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Suspicious Activity Report (SAR)
What are SARs
 Where to report various by country

 In the U.S. suspected illegal activity is
reported to FinCEN, law enforcement
and IRS
 SARs are created electronically
submitted to FinCEN to prompt further
investigation
 SARs are used across multiple
industries to report suspicious activity
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Industries Required to
File SARs
 Depository institutions (banks,
credit unions)
 Securities and futures dealers
(stock brokers, mutual fund
brokers)
 Money service businesses
(Western Union, check cashing
services, money order providers)
 Casinos
 Precious metal dealers (jewelry
dealers)
 Insurance companies
 Mortgage companies
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When are SARs Required?
SARs are required by law in following scenarios:
 Criminal violations - any amount

 Criminal violations aggregating $5,000 or more when
suspect can be identified
 Criminal violations aggregating $25,000 or more regardless
if suspect can be identified

 Transactions conducted/attempted by, at, or through a
bank (or affiliate) aggregating $5,000 or more, if the bank
or affiliate knows or suspects the transaction:
» Involves potential money laundering or other illegal
activity
» Is designed to evade the BSA
» Has no business or apparent lawful purpose
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What happens after
a SAR is filed?
“The significance of the SAR process in the fight against
terrorism, drug trafficking, money laundering, bank fraud,
and other financial crimes cannot be overstated.”

Post SAR Filing
SAR Filers
 Usually don’t hear anything from law enforcement, record retention
requirements, and obligation to investigate in 90 for continued SAR activity
(file again)

SAR User
 FinCEN - Uses sophisticated trend analysis and data-mining techniques to
identify emerging industry vulnerabilities, such as a spike in consumer and
mortgage loan fraud.
 FinCEN - Uses key word searches to identify potential indicators or specific
geographic areas linked to terrorist financing or drug trafficking.
 Law Enforcement – Uses to identify financial links to illicit activity, to
supplement ongoing investigations, identify additional leads, such as bank
accounts, individual and business associates, geographic locations, or
aliases.
 Federal Banking Agencies - Bank fraud allegations or suspicions of
wrongdoing may come to agency’s attention, an anonymous tip, or a
referral from an outside law enforcement agency, fraud against state
nonmember banks identified by bank management.
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Trends - Healthcare
Healthcare Fraud
 McAllen, Texas – Former employee of
toxicology testing company received 56
months in prison for conspiring to commit
healthcare fraud
» Setup a fraudulent account and
misappropriated patient identities and
urine specimens
» Sent specimens, without patient
consent or doctor’s orders, and
received commissions and collection
fees
» Involved forging patient signatures,
falsifying medical records, and
creating false documents
» Medicare was billed $837,000
between May 2015 and December
2015
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Privacy Information
Identity Theft
 March 21, 2019 – Man in
California stole identities and
used them to open multiple
deposit accounts through which
he committed access device
fraud.
 Received 50 months in prison
and ordered to pay $89k in
restitution.
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Cyber
Cyber-Fraud
 March 21, 2019 – Two men guilty
of international cyber-fraud
involving online dating.
 Created fake profiles on dating
websites to fool victims into
sending money to bogus bank
accounts.
 Afterwards money would be
“laundered and subsequently
wired out of the US to foreign
destinations.”
 Used a complicated network of
third-party bank accounts to
disguise illicit activity.
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Investments
Investment Fraud
 March 21, 2019 – Investment
advisor defrauded clients of
more than $3 million and
received 87 months in prison.
 1 count investment fraud, 4
counts wire fraud, 1 count
aggravated identity theft.
 Misappropriated client assets to
pay her personal expenses.
 Used a complicated network of
third-party bank accounts to
disguise illicit activity.
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Securities
International Securities Fraud &
Computer Hacking
 March 21, 2019 – Former hedge fund
manager in Brooklyn, sentenced to
60 months in prison.
 Wire fraud, securities fraud,
computer intrusion, money
laundering.
 Hacked into three newswire services
to steal press releases containing
non-public financial information prior
to publication. Made trades of this
information and generated more
than $30 million in profits.
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How to incorporate BSA/AML into
a Fraud Program

Integrated Approach
 Software considerations updated software has ability
to monitor both fraud and
AML
» Data integrity
» Filters

 Trend is integrating more
formal lines of
communication or the
departments.
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Questions?
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